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Thank you for purchasing the all-new LogLock by ASPS Ltd, an electronics design
and manufacturing company. All systems are desidpyeus and manufactured in the
EU.

This manual covers both LogLock 30Q8d larger PCB and LogLock Mini the

smaller UNILOCK-sized POR For most practical purposes, these two are iiciint
but a few minor differences do existhis document refers to either system as simply
LogLock, and where there are differences, theynated.

LogLock is a sophisticated, highly reliable, statdre access control and/or time-
attendance system for use at homes, schools, sitiger hospitals, and in almost any
size business, from very small to quite large. Lamk is an enhanced version of the
older LogLock 2000 product and it is in most waysritical to previous versions but
offers additional functionality. User and log cegis different, however, while
several user/log ratios are possible upon orderiige major differences with LogLock
2000 are the lack of the PIN capability, and theben overall user/log file sizes. In
most respects, however, LogLock outperforms LogR06K both in features and
speed; to name a few, various ordering optionaufpto 3520 maximum users, about 10
times faster overall speed (e.g., searches), Gstia&er log retrievals due to
significantly increased internal baud rate, alarmnoection capability, and, very
importantly, simple fail-proof over-the-networkrfiware updates without loss of
current users and log.

Because of the entry/exit ‘audit trail’ capabilitya single device, one can use any
LogLock system not only to control access, but als@an attendance clock, or as a
‘tracking’ system for access to sensitive resoufeags computer room, machinery

room, office supplies locker, etc.)

Due to the various versions available, some commandapabilities may not be
enabled or active in all versions. For example,sbund option is not available in the
smallerLogLock Miniversion. Also, although both PCB versions supfiat
connection of a 20x4 LC[Jor date/time, and user ID/name display duringremir

exit), one may not be offered with all versions, mod#pending on the enclosure used.
Unless other arrangements are made in advance, atems are currently available

in PCB format (without a specific enclosure). Logk Mini’'s dimensions are 100%
compatible to our simpler UNILOCK product, so a URICK enclosure is readily
available, on request.

1 See drawings at the end of this document
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About the keys

LogLock uses factory-guaranteed non-copiable waorldiue electronic keys from
stainless stegknown as iButtons $to identify each user. Each user need only be
given a single key regardless of the number ofspeint§LogLock or UNILOCK
units — our other systenmstalled at one’s premises. Unlike ‘credit cdikié keys,
iButtons can withstand heavy abuse including exé¢réawels of heat, cold, and
moisture. One can step on them or even take theowiater. They argirtually
indestructible. All types of iButtons can be uséth LogLock without affecting third-
party systems these iButtons may be used with.

General Characteristics / Capacity

The two major characteristics of LogLock are religband ease of use. Just touch the
special battery-free electronic key to the corresiiag key reader, an@ you meet all
access control requirementgu’re in,all in less than one second

LogLock uses a highly optimized real-time multitesgkOperating System (our own
0S8) which makes it possible to have the systemat@eontinuouslyexcept during
firmware updates)even when making changes or retrieving the loguthh the
terminal. Compare this to many competitor systems where #iie functions must be
suspended during log retrieval or system configorat

LogLock is completely stand-alone, meaning thategmogrammed with its various
parameters, user database, and access contral, mghturther connection to a PC is
required for operation. A PC is only required tak® configuration changes or to
retrieve the log.

The wrapping log keeps as many of the most recgitre as can fit in the device. This
means, one may leave the device unattended and¢oemhect to it to retrieve the log
when there is neg@.g., for payroll use, a once-a-month connecti@y fme enough in
many situations).

The system has a built-in calendar clbelcked by a user-replaceable battery
(CR2032/CR2025)The clock auto-switches from/to DST based onr&es.

2iButton is a registered trademark of Maxim Integ@Products/Dallas Semiconductor
3 Specifications are subject to change without prigtice.
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One significant feature of LogLock that sets itrfl@m most, if not all, competition is
that the complete operating software is built-imj & uses plain language commands.
No special PC software is required; any telnet teairemulator will do. This means,
the system is not tied to a specific computer ptatf It can be connected to from any
operating system, as long as it has a telnet agiit(practically all do) One can even
connect from a smajtell] phone with a telnet applicatibtnStrong 20-char user-
defined passwordsith 5-sec delays on each failed atterppitect from unauthorized
terminal access.

Because of the standard Ethernet connectivitydéwice can participate in a larger
network and, therefore, connected to from any pitte world. As an example, one
can have hundreds or thousands of units deployededl the world, all fully managed
from a single location.

Even firmware upgrades can be performed from awitst, without placing the
controlled area at risk during the upgrade proogdas the system defaults to no access
during such times. Firmware upgrades take lessdiainute to complete not causing
any major downtime.

One important feature of the system is the uspadsive’ key reade(se., they contain
no electronic circuitYhat are simple and nearly cost-free, while theasystem is
always securely installed inside the protected.at®ae may also connect in parallel
two (or more)readers so that if the majobvious)reader is ever vandalized, one can
still use another readéulaced somewhere less obvious and less easy ¢b)reagain
access. With most competitor systei@specially those not based on the iButton
technology)the reader is actiygontains electronic circuitand, if it breaks, the system
becomes non-functional until the reader is repabregkplaced.

Another important feature of LogLock is the abilitfya single device to control up to
two doors, one for both entry and exit, or oneefioiry and a different one for exit. This
is mostly useful for garage or one-way turnstilgtatiations.

Only one device is needed to control both sideb®toor. Compare that to many
competitor systems which require a unit on eacé sfdhe door, increasing both cost
and installation complexity. With LogLock, onlysangle pair of wires need to cross the
wall to the outside.The wires themselves can act as a reader if theahotader is
vandalized.

In the default OEM configuration, each LogLock aevcan hold up to 448 unique users
(keys) each with their own name and optional zone accessictions and a wrapping
log of up to 5733 actions.

Note: If a version with a larger number of maximkeys is requested this will most
likely affect the maximum possible log size. B@meple, for 896 users, the available

4 A data plan and service availability is requiretharges may apply and depend on one’s service plan
® Internet connectivity is required in this case.
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log is 4485. Because memory size is fixed, adilengze increases (maximum users
and/or username length) another decreases (maxilogjrand vice versa. This
manual references file sizes for the default versild ordering a different version,
please specify your actual user requirements takitaaccount possible near future
increases in user population.

Each time a verified user enters or exits the otletit area, LogLock records the date,
time, direction, and unique user ID while strikitmg door open. This allows the owner
or manager of the system to figure out how mucle foeople spent inside, or simply see
when they showed up to work. One can optionaliseitae device record both
successful and unsuccessful attempts from regibtesers. This feature lets one see if
anyone attempted to enter outside of his or herosen ‘shift’.

When a key is either lost or stolen, the user shbaldeactivated from the system. This
renders the key totally useless to whoever hasd,the original user can replace it with
a new one.
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In short, these are the features of the LogLockesys

Maximum unique keys (people):

44@efaul) to 3520 (lepends on versipn

Maximum day-of-week/time zones: 1020 zone entiiesif) to 254 zones)

Special fixed zones:
Maximum fixed holidays:
Maximum entry/exit recordings:

Languages supported:

Door-open delay setting:

Door-strike mode:

Alarm mode;:

Sounds/Beeps:

PIN mode:

Password protection:

‘Always Allowed’ (0) & ‘Nevdllowed’ (255)
256 entered BBMM
5733 with most retce®95 always available
(depends on version).
Note: The maximum log size may be smaller in
versions with greater number of maximum keys.
Engli@nywherer GreekLCD and user
names in listings only)
For larger orders, we may be able to replace
Greek with another language, on request.
@trike disabled}o 25.5 seconds with 1/2®f a
second resolution. The delay is entered as integer
for example, for 1.5 seconds, enter(ddth no dot
in between)
Optionally, use different delay for each strike.
AC-likel¢ss quiet strike, less current, better
feedbackor DC (uiet strike, or for driving
external relays
Optionally, use different mode for each strike.
Optionally, use an external alarm feredting
door-left-open using a delay from 1 to 255 seconds
to activate and a separate delay from 0 to 255
seconds to de-activat&.he alarm starts
immediately if opening the door ‘illegally’, and
after specified On Delay for ‘legal’ openings if
door remains open after specified timeout. The
alarm stops after specified Off Delay unless there
is a valid access in between.
Enablédr better feedback)
Disabled(for minimum noise tolerance)
The sound option is not available with LogLock
Mini.
Not available with either PCB version.
Prefer the original LogLock 2000 system, if the
PIN feature is a must.
Note: PINs are still defined in user records for
compatibility with backup files from previous
and/or future LogLock versions, but not saved.
Case-sensitive 20-char |@eparate passwords
for terminal access.OCK and system
configuration PASS. Protects system from
unauthorized browsing or configuration changes.
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Date and time setting:
File/Settings directory:

Backup/Restore/Clone:

Search who is currently logged in:
Log listing and backup:

User listing and backup:
Zone listing and backup:
Holiday listing and backup:
Log restricted by date range:
Monitor mode:

Single entry & exit control
Separate entry & exit control

Open entry and/or exit control

Optionally, restrict on ‘boss’

CR2032/CR2025 battery-ba&em Time Clock
(RTC)

Shows total, used, and Birzes for each file,
current settings, and special conditions.

Dedicated backup comnfAsCII terminal
screen capture.Restore or clone to another
device simply by sending the ASCII backup to the
device.

Search all etrret by [partial] name.

Show all actions or restoig [partial] name.
Backup with terminal screen capturéor security
reasons, a captured log cannot be loaded back to
the device.

Search all or restricfgartial] name(Backup
via terminal screen-capture)

Show all or specific zonenber
(Backup via terminal screen-capture)

Show &Backup via terminal screen-capture)

Yes, NOoFROM / TO , FROMonly, TOonly.

Easily grab any iButton key IDs, eesvho’s
attempting access, even non-users.

Entries and exits gsthe same ‘door’.

Entries and exitsigseparate ‘doors’. This is
useful for dual lane [entry/exit] garages, or
separate turnstiles.

Useful for rush teoar special events. Manual
on/off, or automatic on/off based on zone
schedules.

Access won't be gethto anyone if (all) the
boss(es) is (are) ouDptionally, it can allow only
certain zones to enter (e.g., cleaning lady) when
the boss(es) is (are) out.

LogLock User Manual, October 10, 2013, Copyrigh2002-2013 ASPISYS Ltd. 7



Getting Help

To get a list of the available commands, type or‘HELP’ on a blank terminal line and
presgENTER]. PresgeSC] to cancel the listing or to clear the command Ipress
[CTRL-S] (i.e., while holding dow[CTRL] pressS] ) to temporarily pause the listing,
and[CTRL-Q] to continue a paused listing.

Note: If the system seems non-responsive to anytyon type, tryesc] followed by
[CTRL-Q] , preferably in that order, in case the systemaither halted or in monitor
mode. Also, when sending commands automaticailly fany application, please make
sure to start each communication session by issbege two characters to place the
device’s terminal in a known state, again for thee reason.

Commands that have no parameters (tiks) work immediately, as described in the
general help screen.

Commands that display user information or log atgtifr.e., U, L, LAST, LL, and
WH®may be followed by a partial or full name to ntatmly those records that have a
match in all or part of the name.

Most commands that require parametersept for those of the previous paragraph
needing a name and a few special ongsyped without any, print a short help message
particular to that command.

Note: The available command set is subject to chavith each new firmware revision
(without prior notice) to either improve or add fitionality. Every effort is made to
keep changes backwards compatible, but in somes ¢hisels just not feasible.

This is the main help screen:

Commands

AC ..coeviee Pulsed strike

AH ... Add holiday
ALARM ............... Set alarm times
ANSI ................ ANSI cls

AU ..o Add user

AUTO ................ Auto-exit

AZ e Add zone
BACKUP .............. Backup config
ORI Set clock

CLEAR ............... Clear counters
CLEARALLFILES ....... Clear ALL files
CLEARLOG ............ Clear log
CLS ... Clear screen
Do, Set log date range
DC .o DC strike

DEVICE .............. Show/change device name (? de letes)
DH ... Delete holiday
DIR ..o Show settings

DT e Doorstrike time
DU .o Delete user

DZ .o Delete zone
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DZU ................. Delete zone users

EN English

ENTRY ...vieeeeen. Open Entry [zone]

EXIT o, Open Exit [zone]

GR .o, Greek DOS

GRW .....cccveeeen, Greek Win

Ho, Show holidays

HIDE ................ Hide IDs & names

IN e LCD is inside

INFO .....covnn OEM info

Lo, Show [named] user log
LAST ..., Show last [named] user log
LCD1 .....ccouveeeen. Uni-LCD

LCD2 .....cccoveeeen. Bi-LCD

I Show quick user log

LOAD ....ccoveeeeeen. Load config

LOCK ...ovvveeeeenen. Change lock password
LOGALL .............. Log all attempts
LOGSAME ............. Log same actions
LOGUNIQ ............. Log unique actions

M Monitor [min timeout]
MASTER-RESET ........ Reset passwords
MU ... Move user zone

NOAUTO .............. No auto-exit
NOENTRY ............. Closed Entry

NOEXIT .............. Closed Exit

NOHIDE .............. Show IDs & names
NOLOGALL ............ Log successful attempts
NOPASS .............. Exit current mode
NOZZI ............... Normal ZZR

NOZZR ............... Normal zone check
OUT ..o LCD is outside

PACK ...ccccveeeins Remove deleted

PASS ... Enter config mode / change pa ssword
PBZ ....cccccce.. Set push-button zone
RESET ......ccee.e. Restart unit

REM ................. Remark [string]

REN ... Request Entry

[R{=) Request Exit
ST Single door

S2 Split door

SAVE ... Save config & passwords
U, Show [named] users
UPGRADE ............. Firmware upgrade
WHO ................. Show [named] IN users
ZZ] ..o Invert ZZR

ZZR ... ZeroZone requirement [level]
Z e Show [n] zones

The following commands may also display in the tsggeene.g., LogLock 3000, or
special-purpose versions)

LIMIT . Limit Users-In
NS . No sound
S Sound

Quick Start: A brief description of each command EM defaults are shown
underlined)
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AH
ALARM

ANSI

AU
AUTO

AZ
BACKUP

CAA

CLEAR

Tells the system to ugeC-like pulses for driving one or both
door strikes. The PWM ratio is 70%f.followed by AC or DC
the exit strike may differ, accordingly. The fivalue is for
entries, and the second for exits.

Adds a singlédoliday record.

Any value from 1 to 255 enables thearv feature for the
specified number of seconds. Use zero to compldisable the
alarm feature. An optional second value from @36 turns off
the alarm so many seconds after the alarm condi@snstopped.
An alarm condition begins either immediately uppeming a
door without using a valid key or an alloweHN/REXcommand
(based on current date/time, zone, aze settings)or after
specified delayin case door was left open after valid use)
Similar toCLs (see belowput changes aANSI terminal’s color
to black on graysome people find it easier on the eyes)
Adds aUser(you must provide iButton ID, zone, and name)
Enables the auto-exit feature. Auto-exit worksydal zone
entries with thesuTooption defined. If followed by a zone
number(including zero zonehe auto-exit is performed
immediately for the specified zon@his feature is not available
along with theLiIMIT command.

Adds a singl&one entry.

Creates an ASCBACKUP of all files and configuration
settings. Sending the created file to any comfgatibglLock
device creates a clon&or security reasons, the log file or the
secret passwords are not backed up, so these {pexrasof the
device cannot be cloned. (TheAandTEMPcommands are
backed up but their values are specific to a simgeice and may
not apply to another device for cloning.)

Set the Real Tim€lock. Use theryMMDDhhmmgormat for
entering the clock date and timi.the clock has lost its
date/time, the status LED will blink rapidly (LogtkloMini) and
theDIR display will ShowINVALID] next to the time.

Clock AccuracyAdjustment changes the accuracy of the clock.
You should nothange this value from the OEM default 1000
(milliseconds per second). This command is usexdgoily for
OEM testing but it is made available because it aso be used
in the unlikely case that after years of operatilba clock is
running way too fast or way too slow, due to criyatang.
[Please note it is normal for any clock to run tlé slow or fast
which is noticeable over a ‘long’ period of timegemonth).
Such tiny adjustments are not possible withdhRecommand.
You may have to re-set the clock every so ofteortect the
time, if extreme clock precision is required.]

CLEAR s the various counters (alarm, failed passwordrgdts,
and resets) shown in timeR display, next to the alarm delay
settings. All counters count up to 255.
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CLEARLOG
CLEARALLFILES

CLS

D
DC

DEVICE

DH
DIR
DT

DU
Dz
DzU

EN
ENTRY

EXIT

GR

GRW

CLEAR s (empties) the€OG file.

CLEAR s (emptiespALL FILES (user, zone, holiday, and log).
Does not affect settings or passwords.

CL ears the termindcreen.

Clears or sets theate range used for log filtering.

Tells the system to udeC for driving one or both door strikes.
The PWM ratio is 100%]f followed by AC or DC the exit strike
may differ, accordingly. The first value is fortees, and the
second for exits.

Shows the current string or defines a reBw CE string(e.g.,
name or comment)Use? as the string to remove the current
setting. The string length is limited to 60 chéeas. The string
displays either by using tlmEVICE command without any
parameters, or as part of tihe/O command.Available since
v3.31

Deletes aHoliday record.

Shows aIR ectory with the current files, sizes, and settings.
Sets theDoor-strikeTime in 1/10" second increments from zero
(disabled) to 25.5 secondH.two values follow, then the entry
and exit strike durations may be set differenie first value is
for entries, and the second for exits.

Deletes &Jser by ID.

Deletes &one (all its entries) by Zone Number.

Deletes all users assigned to a specific zone, gedvas
parameter to the command. If the zone is not gitrencurrent
PBZ zone will be assumed. Because this commapdtentially
dangerous, you must answer Y(es) to the confirmgirompt to
proceed. Any other key press will cancel the comanaFor
protection against mistakes, this command is sttifrom
removing zero zones(Hint: You may use the actual PushButton
after setting PBZ to zero to remove all zero zonese step, if
needed. Don't forget to change the PBZ zone baekrton-zero
number, however.)

Sets the device to use tBelglish language.

Engages thENTRY strike(opens the entry door)the current
ENTRYzOne is zero, or assigns the entry zone. A ztimer than
zero disables the manuaiTRycommand.

Engages th&XIT strike(opens the exit door) the curreneXIT
zone is zero, or assigns the exit zone. A zonerdttan zero
disables the manuakiT command.

Sets the device to use tB&Reek languagasing a DOS
codepage

Sets the device to use tB&Reek languagesing awindows
codepage

Shows the list of definedolidays.
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HIDE PartiallyHIDE s the display of user IDs (and user names on the
LCD) when in normal modeConfig mode always shows
complete IDs.

IN Uses the inside reader for tb@z option.

LCD equipped units only: The LCD is assumed to héhe
IN side; therefore, it shows actions and names fds.exi

INFO Displays the firmware version, ROM version, custaoser
messagéseeDEVICE command)and OEM contact details (when
followed by any parameter).

L Shows the usdrog for all or specific user names.

LAST Shows allor specificusers’LAST action(s), based on current log
status. (This is similar to theHaommand but it shows all
actions, not just the entriesfvailable since v3.19

LCD1 Shows access-related LCD messages for one sidéeothigr
entry or exit, depending on whether the unit lamais Outside or
Inside).
Available since v3.44

LCD2 Shows access-related LCD messages for both sglewifig the

unit location setting). This is useful when theide LCD is
monitored by a guard, or the device is used onky tasie-
attendance clock with both readers on the same rs&de the
LCD.
Available since v3.44
LIMIT Places 4. IMIT on the number of users who may be inside at any
one time by not allowing further entries when fineitlis reached
and until someone exits to make room for another.u8 value
of zero disables the limit featurd@his command is available only
on request for special-purpose versions (e.g. spgarage use).
LL ShowsL imited L og; same as L but with no username display. It
can be used for faster retrieval of longer logsfilend/or better
privacy from prying eyes.

LOAD ReLOAD s configuration & passwords (canceling all unsaved
changes).
LOCK If in terminal locked mode, it enters user magéng theL,oCK

password In user mode, it does nothing. In config mate,
changes theockpassword.Available since v3.23

LOGALL Sets the logging mode thog all attempts’.

LOGSAME Sets the logging mode thog repeatedameactions’.

LOGUNIQ Sets the logging mode thdg unique actions only’.

M EnablesVionitor mode.Normal mode can only enable this mode

for up to one minute at a time. Config mode caabénthe
Monitor for up to 1440 minutes (24 hours). You eait Monitor
mode at any time by pressing [ESC].

MASTER-RESET Resets all passwords.
WARNING: It requires a one-time access code fr@RI8YS.
MU MoveUser(by ID) to another zone. A quicker way to change a

user’s zone Available since v3.20
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NOAUTO Disables the auto-exit feature. Auto-exit work$ydor zone
entries with thesuTooption defined.This feature is not available
along with theLIMIT command.

NOENTRY Disengages the entry door-strifaoses the entry dooif the
currentENTRYzZone is zero.

NOEXIT Disengages the exit door-strikdoses the exit door) the
currentEXIT zone is zero.

NOHIDE Shows the complete user IDs (and user names drCb¢ when
in normal mode.Config mode always shows complete IDs.

NOLOGALL Sets the logging mode to ‘Log successful attempts’.

NOPASS If in config mode, exits to user mode. If alreadlyiser mode, it
exits to locked terminal modéNo system changes are possible.

NOZZI Cancels thezl sub-mode.

NOZZR Sets thezrR mode to ‘Normal zone check'.

NS No Sound. Turns off system sound (beeps). Possibtenala

events may still occur.
Not available with LogLock Mini.

ouT Uses the outside reader for tfez option.

LCD equipped units only: The LCD is assumed to héhe
OUTside; therefore, it shows actions and names faresnt

PACK PACKs all files by removing any deleted records.

PASS If in terminal locked mode, it enters user magdéng theLOCK
password — just like theockcommand If already in user mode,
it enters config modasing thepAsspassword If already in
config mode, it changes tirasspassvord.

PBZ Define the activ®ushButtonZone.

This feature is available with LogLock Mini only.

RESET RESETSs (restarts) the device, as if when powered-upos#s
any unsaved settings.

REM REMark string. Useful for script filesuch as backup
configuration files¥or adding comments or blank lines. Does not
do anything.

REN RequestENTtry, the entry strike activates for the primarytime.
Same action as pressing tRENpush-button (if connected).

REX RequestEXit, the exit strike activates for the primavy time (if

in S1 mode) or the secondamyT time (if in S2 mode)

Same action as pressing tREXpush-button (if connected).

Turns on systerBound (beeps).

Not available with LogLock Mini.

S1 Selects ‘Single door’ mode for entries and/or exitke zoned
EXIT command is active even in themode. In S1 mode,
entries, exits, and trENTRYcommand always activate the
primary ‘door’ strike, but a zoneeIT command activates the
secondary ‘door’ strikeA simple (zone zer@&XIT or NOEXIT
command automatically sets the devicedimode to get the
expected behaviorWhen ins1 mode, the secondary ‘door’ strike
can be used as a timed on/off switch to drive daraal relay for
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S2

SAVE
TEMP

U
UPGRADE

WHO

Z7|
Z7ZR

z

About Zones

various functions (e.g., it can be used to autaralyi turn on/off
the power supply to air-conditioning or other powengry
equipment, or the store’s light signs during halicsated by the
EXIT zone and currerizR mode). Because g1 mode the
secondary strike assumes an auxiliary functionitischo longer
used for exits, the alarm is not affected by theenu state of the
secondary strike.

Selects ‘Split door{separate entry / exithode. Entries and the
ENTRYcommand always activate the primary ‘door’ strikéijle
exits and th&xiT command always activate the secondary ‘door’
strike.

SAVEs active configuration & passwords.

Defines a signed correction offset for the inte&U

TEMP erature measurement.

You should nothange this value from the default O (no offset) o
you may get incorrect readings in thiR command. This
command is for OEM use. In the LogLock Mini varsibis
normal for the temperature to reach about 65° @slsdue to the
close proximity of the Ethernet module to the MQtIs not a
malfunction.

Shows all or specifitJsers.

Initiates a firmwardJPGRADE procedure WARNING: Make
sure you have the appropriate firmware file (for yospecific
model and ROM version) available before answeringées —
case insensitive — to the confirmation prompt, awil lose the
current firmware, and the device will become unusalbor
access control. Press [ESC] to cancel (the systglauto-
reset). Detailed instructions for upgrading are provideter on.
Shows allor specificusersWHO are currently inside the
controlled area, based on current log status. s(iBhgimilar to the
LAST command but it shows only entries.)

Inverts the permission of tiEzR mode.

Sets thezzrR mode to ZeraZoneRequired”, or changes the “ZZR
Check Above” level to the number that follows.

Shows allZone entries, or all entries for one specific zone.

Access control is based primarily on two aspectsziff a valid key (the iButton ID —
token), and being allowed to enter on a given dayeek and time zone. So, what is a

zone?

A zone is used to define days-of-week and hauitis down to the minute resolution
within those days when access is allowbldte: Zones may also be used in conjunction
with theENTRY andEXIT commands, see appropriate section for details.
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As an example, employees following a typical Monttay Friday, 9am to 5pm
schedule would be assigned to a zone where Mofidegday, Wednesday, Thursday,
and Friday excluding holidays are allowed, but drdyn the hours between 9am and
5pm. During all other hours, or during any hounsSaturdays, Sundays, or holidays,
they are not allowed access.

TheAz (Add Zone) command is used to create a new zomg. eAtsingle zone may
have more than one entry. This accommodates isiisatvhere a single entry isn’'t
capable of defining the complete schedule for a&zohl entries of the same zone act
as a single zone; therefore, a user assigned toranyone is affected by all its entries.
Here’s the help screen of thg command:

Use: AZ n SMTWTFSH hhmm hhmm [AUTO]

n=1-254

For SMTWTFSH (Sun-Sat & Holidays) a dash (-) t urns the
corresponding bit off. Anything else turns it on.
Times in hhmm format, e.g., 0900 1700 for 9am- 5pm

A user-defined zone may be numbered from 1 to Zodiser, however, can be assigned
to a zone numbered from 0 to 255. The two extreegp0 and 255, are special and
always defined by the systerdone 0 is to be assigned to those with no access
restrictions whatsoever, while zone 255 is to mged to anyone whose attempts to
enter we want to monitor but whom we never waatltav entrance. For some
commands, zone 255 is used to effectively tutheffelevant feature.

Days can be defined as a series of eight ‘flaggitbfer dashes (-) or any other printable
characters (except for space, dash, or specialddamaracters) in their natural
sequence, Sun-Mon-Tue-Wed-Thu-Fri-Sat followedHhgyHoliday indicator. A dash
means the dafor holiday)isn’t accessible for that zone entry; any otherrabter

makes the corresponding day accessible. The lydbidaf the flags indicates whether
or not the zone also allows access on fixed hoid&yarting with v3.32 the holiday bit
can be set by itself (i.e., without any days), Imclv case the particular zone entry
affects only holidays, regardless of the actual-dayeek. Fixed holidays are defined
separatelysee theaHcommand) Currently, there is no provision for defining mayin
holidays, but a workaround mentioned later on isgible.

To add the zone mentioned in the earlier example veould give the command:

az 1 -MTWTF-- 0900 1700

(or the equivalent simpler and quicker to type -11111-- 0900 1700 )

You can verify your entry by giving the commazdo display all zones. If you have
many zones defined and want to view only a speedite number, follow by the
desired zone number (in this example,).

The zone number in the example above is 1, so serywho must obey this zone’s
restrictions must be assigned to zone 1. A zonehmge more than one entry, if
necessary. However, when deleting a zone witlh#{®elete Zone) command, all
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entries for that zone are deleted, i.e., the whote is deleted. One cannot delete only
a single entry of a zone.

Zones are independent of one another. If a zomersaertain day-of-week and time
combinations, it does not restrict another zonmfomvering the same days and times.

It is not required that one adds all zone enteesgHe same zone together. One can add
one entry for zone 1, then add an entry for zorteé?) go backdays or months latetp
adding one more entry for zone 1, and so on, asitb@mstances dictate.

Let’s take the example of a typidateekretail store with morning and evening hours,
as well as Saturday mornings. The following defineschedule for Monday thru Friday
from 9:00am to 2:00pm, Tuesdays, Thursdays, ardiisifrom 5:30pm to 8:00pm in
addition to morning hours, Saturdays from 10:00ar8:00pm, and never on holidays,
all time boundaries inclusive (e.g., the end tirh@400 blocks access when time
changes to 14:01:00, use 1359 if you want accetsrtainate at exactly 14:00:00).

az 2 -MTWTF-- 0900 1400
az 2 --T-TF-- 1730 2000
az 2 ------ S- 1000 1500

A person with access in zonddgbove)may enter in any of these days and within those
hours. S/he can exit anytingee note in box below)

If multiple entries in a zone give opposing or dapping rights, the effective
combination of these zone entries is applied duitvegauthentication check. So, for
example:

az 3 -MTWTF-- 0800 1400
az 3 -MTWTF-- 1000 2000

allows entry on weekdays from 8:00am to 8:00pmigisize), which is the effective
schedule of the two zone 3 entries combined.

IMPORTANT: A zone has effect only for the entifya person, not the exit. In other
words, if a person enters on tilhased on their assigned zonieey will be able to exit
any time or date afterwards, preventing a potefitieked in’ situation. This means
that the actual zone can be limited to the expeett times only, rather than the
whole day schedule. So, for a 9am to 5pm sceimastead of defining@9o0 1700 (as
indicated in the earlier example), one could def#s® 1100 to allow people arriving a
little early to enter rather than wait outside, bat allow anyone over two hours late t
enter, provided this is the assumed company politys works well only if employees
are expected to stay in throughout their work houfghey may go out for lunch (for
example) one must allow for those times also.

O

To assign a zone that spans midnight, one MUSTkhtegp into two pieces, the first
until 23:59 and the second from 00:00 to the eme tior it will not work as one might
think, e.g.,
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az 4 -M-W-F-- 2100 2359
az 4 —T-T-S- 0000 0100

lets those in zone 4 enter on Monday-Wednesdagyadrom 9:00pm to 1:00am,
which is always on the following day, as also shamwthe definition. This, on the other
hand, will not work:az 4 -M-W-F-- 2100 0100 because not only does it ignore
Tue/Thu/Sat’s but also because it is saveak @s-M-W-F-- 0100 2100 with the time
automatically swapped neededso that the starting/earlier time is always betoee
ending/later time.

One can also define a schedule just for holid&. example, a telephone operator’s
allowed shift may be defined as follows:

az 5 SMTWTFS- 0800 2200
az 5 ------- H 1000 1600

This allows entry anytime between 8:00am and 10100p all non-holiday days, and
only between 10:00am and 4:00pm on holidegmrdless of day-of-weekA zone with
only the holiday bit was not possible in earliersiens. The addition of this new option
is fully backwards compatible, and does not aherliehavior of zones defined as in
earlier versions.

One can define auto-exit zone entries. For thasufe to work, the system must be in
AUTOmMode(seeDIR screen and commandsToandNOAUTOthe OEM default is
NOAUTOWhich is compatible with previous versian®nly zoned people may have
auto-exits. ZeroZone people cannot be auto-ekigsduse they do not belong to any
user-defined zone. If ti@sTocommand is followed by a zone number (includimg ze
zone) the auto-exit is performed immediately ferdpecified zone. Auto-exits do not
strike the ‘door’, they only record a hypothetiexit (marked asexIT) based on
schedule.

As an example for this feature, one may want toraatically exit people who have a
tendency to not register when they leave. Theesystill auto-exit anyone whose zone
entry is followed by the keyworduTOat the last minute of that specific zone entrgr F
example,

az 6 -MTWTF-- 0900 1700 AUTO

will auto-exit any person belonging to zone 6 &%m on weekdays.

If a person strikes a true exit after the auto, @Ris action will be registered, separately.
If a person strikes a true exit before the autt (@xid, therefore, that person is no

longer inside) no auto exit will occur for that person.

A zone can have some entries with and some entiieeut theAuTOOption to get the
specific effect one needs. For example,
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az 7 —-M-W---- 0900 1400 AUTO
az 7 --T-TF-- 0900 1400

az 7 --T-TF-- 1730 2000 AUTO
az 7 ------ S- 1000 1500 AUTO

This is similar to example zone(@efined earlier) but it will auto-exit people at the end
of their workday. Note that for Tue-Thu-Fri's wiedhere are morning and evening
hours, the auto-exit in this example occurs onlyhatend of the evening hours.

One may cause specific auto exit times within lorsghedules by adding only the auto
exit times as separate entries. For example,

az 8 -MTWTF-- 0900 2100 AUTO
az 8 -MTWTF-- 1300 1300 AUTO
az 8 -MTWTF-- 1700 1700 AUTO

The above enables people to enter on weekdays9ro@am to 9:00pm, and it auto-
exits people at 1:00pm, 5:00pm, and 9:00pPeople who enter at the exact moment
time changes to 1:00pm, 5:00pm, or 9:00pm may lbeeidnately auto-exited by the
system. The times for auto-exit should be realfsti each zone. So, if some people
arrive at or about the time of the auto-exit, tlsépuld be assigned to a different zone
with different or no auto-exit times.

Automatic exits are shown in the log&=XIT rather tharexiT. Please note that
attempted (but unauthorized) ‘doorman’ exits alsOVBAEXIT.

Note: The zone-based auto-exit check is made onteate at the beginning of the
minute. It is possiblbut very unlikelythat if a person enters on the last minute of an
AUTOzONe entry, the system will immediately log theffa an nearly all cases, the
person entering on the last minute ofsarozone entry will remain inside until a true
exit or until the nexauTOzone match, whichever comes first. A manual @&xibon
the other hand, is performed immediately.

To disable the auto-exit feature without redefinamy of theauTOzone entries, give
[and optionallysaveg the NOAUT@ommand. The manual auto-eigiving AUTO

followed by a specific zone numberalways available, even when the auto-exit featu
is disabled.

Now, to what zone do you assign yourge#., the boss, or security managerMost
likely, you and a select few others with equal atitk within the company,
organization, or even your home want unlimited asceAlthough one could define a
zone with all daysincluding holidaysand hours enabled, and then assign himself to
that zone, there is a better way. Assign youtsetlfie pseudo-zone 0 which can never
be redefined, or deleted. A zero zone allows orenter without any zone restrictions,
whatsoever, even if no zones are defined atZ#lo-zone users are the only people
guaranteed to enter even if the clock is wrong geehaps, to a restart following a
power failure combined with a dead clock backupdrgt or if thezzR mode is active.
This also saves a regular zone number (1-254)tfarases.
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Note: If a ZeroZone person is restricted by theamatl StartDate/EndDate, access is
not guaranteed when the clock is lost.

Now, what good is the other special pseudo-zon@ 2BEll, that’s for users one wants
to keep registered in the system, but never gigeszcto.“Why would anyone want to

do that?” you may ask. Because one may want to be ablelydrack those people’s
attempts to enter but never really let them ine $isstem can tradkog) unsuccessful
attempts — with the command setting. OlGALL— for registered users only, not any
random iButton ID someone may use. So, if oneah@srson with authorization for

only one section of a building but not another, cae check if that person ever attempts
to gain access to the non-authorized area. Ano#tason for using zone 255 is for
keeping deleted or possible future users. Onanoasearch the log for deleted users so,
if there is enough spare user file space, changsegs from any zone to zone A9bth
theMucomman®) effectively deletes therfor entry authorizatiorbut since these users
are still in the system their log shows corredtigtead of** RECORD DELETED ***

A description of the commandgR (Zero Zone Requirgdnd its complemeniozzR
(OEM default) follows.

With thezzrcommand, one tells the system to allow people dyreastricted by zones
1 to 254 to enter based on their defined day-ané-8chedules as usual, but considering
the additional restriction that at least one zeynezperson is already ifThis restriction
also applies to the zon&lhTRYandEXIT commands.With this feature, the system
administrator has the flexibility to let people or,engage the automatic ‘entry’ and/or
‘exit’, only when at least one of the trusteero-zongeople is already in. Sinezero-
zone people arasnormally the owner, the security managers, orrdiliy trusted
people, when none of these people are inside thieadied area, all others will have to
remain outside, even if their zones would otherdeés¢hem in. For example, a
storeowner may not want his employees enteringttire if he himself hasn’t arrived
yet. The employees can still attempt access sifophgcording show-up time for
payroll purposes (must be LGALLmMode to record the attempt].he same reasoning
applies to aut@eNTRYandeXIT in zzRmode, i.e., only if at least one of the zero-zone
‘managers’ is already logged-in, the ‘garage bestiwill be automatically activated
based on their defined schedule(s).

But what if one wants to keep everyone out when zene people aren'’t in yet, except
for a select few non-zero-zone people? The clegaitty, for example, one may want
to allow entrance even when the boss is out; tlsemally do their job better prior to
anyone coming in to work, or after everyone hats |But, we still do not want to make
her zero zone because:

1. We want to assign her a day-of-week/time sclesahudl zero zones don't have
any, and most importantly because...

2. If we were to make her zero-zomben inzzR mode her entry would
automatically enable all others to enter, &saf the boss just walked. itWe

6 MUis available since v3.20. For previous versigos, need two commandB{followed byAU) to change a user's zone.
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only want to exempt her from tlz&r requirement, without any undesired side
effects.

Fortunately, there is a way to do this. ##R Check Abovevel defines the zone level
above whiclzzr checks are performed. The OEM default value ich means
anyone assigned to a non-zero zone is subject®ochécking. If we set theZR

Check Abovéevel to, say, Iwith the commandzr 1) then only people assigned to
zones above 1 (exclusive) will be subjeczx® checking. Now, assigning the cleaning
lady to zone 1 will make her zone restricted butza® restricted.

WARNING: When thezzrRmode is enabled, non-zero zone cheadisve the ZZR
Levelmay take significantly longer to complete; theuattime depends on the total
number of zero-zone users, and the current sitgedbg file. The delay ranges from
being unnoticeable to a minute or so for an alrdbsystem with hundreds of zero-
zone people.

Therefore, to help minimize these possible deldysmusing th&zr feature, try to
restrict the number of zero-zone people to the latsminimum needed, even if you
don’t intend on using thezR mode all the time. For those who are free frontiioe
schedules but still may be subject to a possilileéuiZZR mode, create a zone where
all days and times are enabled (erg.1 SMTWTFSH 0000 2359 ) just like with zero-
zone, and assign them to that zone instead of zenwe so their status is not checked
duringzzR mode authentication, making things fasied safer

WARNING: When inzzR mode,it’s crucial that ALL zero-zone people always exit
properlyusing their key even if non-zero-zone peoplafortunatelysometimes don’t
follow the rules (e.g., they may exit by manualpeaing the door, or along with a
friend’s legitimate exibypassing the systemespite your warnings against it). Having
said that, be careful whom you assign to zone zerthey could jeopardize your whol
security scheme when #zR mode.

D

Current versions include a speed optimization edab thezzRmode, where this extra
check occurs only under some conditions, spedyictllowing a reset, a zero-zone
person’s exit, or @zrRcommand. As such, one should hardly ever notigedatays in
entry authorization.

LogLock User Manual, October 10, 2013, Copyrigh2002-2013 ASPISYS Ltd. 20



About Holidays

‘Holidays’ is simply a list of all dateisn DDMMformatof fixed (non-moving holidays.
Year is irrelevant because normal holidays repaecih gear. For example, in most
Western countries, January dnd December &5of every year are holidays. Each
country, or territory may have additional holidagsch as national independence days,
etc. Fixed holiday examples include USA’s Julyahd Greece’s March $5nd
October 28, etc.

Moving holidays, such as Easter day, can be adud#uktlist each year, e.g., around the
beginning of the year for the year ahead while nangthe same holidays for the past
year. A holiday is added with the command:

AH DDMM

whereDDis the date, ansimMis the month. For exampler 2512 defines Christmas day
(December 28) as a holiday.

Some companies are closed during a fixed periotl gaar for summer vacation. In
such cases, one would normally enter each of ttlates as holidays, too. One may
also use the holiday feature to block access td pegple at once (i.e., all those
lacking the holiday bit in their zones) for spexifiays (e.g., during office renovation
works, unplanned closings due to emergency situstietc).

Any user assigned to a zone where the holidayghibt set is not allowed access on
dates that are defined as holidays, regardlekg ipecific day happens to be in the
allowed day list.

One can delete a holiday with the(Delete Holiday) command followed by the date in
DDMMformat as you entered it when adding the holiddgte: No check is made if
adding the same holiday date multiple times, seratfian unnecessarily filling up the
holidays file, there is no problem. When deletimgyever, all same dates are removed
in a single command.

One can store up to 256 holidags, insanely large number for holidays you may think
This should accommodate practically anyone in auntry. Because one may delete
holidays(e.g. when redefining moving holidays)e may start running out of spaes (
deleting any record does not free up spadérunning out of holiday spad®ecause of
deleted recordsuse theeACkcommand to remove those deleted holiday records and
make room for new ones.

About the passwords

The LogLock terminal can operate in lockgd , normal[>] , or config#] mode,
indicated by the corresponding prompt symbol insieesquare brackets. The current
terminal mode does not affect the operation ofémeaining system.
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Locked mode has no functionality at all, providithg most privacy. Use the command
LOCKto (re-) define the terminal lock password in saene way one does with thess
password. One must be#rmode to change any passwords.

A NopAsscommand from thgs] mode goes into locked mogiadicated by the prompt
M ). Inlocked mode, only the following harmless coamuis are availabl@Nnsi, CLS,
DEVICE, INFO, REM LOCK PASS, andMASTER-RESET [MASTER_RESETS available in all
modes in case one’s locked out by lost/forgottesspard(s).] Only theNFO command
is shown in the associated help screen, howeveckdd mode protects from casual
browsing of settings, or the user and log liststgnce visitors (e.g., if the unit is
accessible over the Internet).

Normal mode allows limited functionality, e.g., wigg the settings, log, and user
database. To enter normal mode from config madeiel theloPASSTOmmand. To
enter normal mode from locked mode, issue eitherdickor PASScommand giving
theLocKkpassword. To enter config mode directly from ketknode, give theass
password, insteadf the two passwords are the same, then therksscommand
takes one to normal mode, and a secemgscommand takes one to config mode.

To add or delete users, zones, or holidays, ohamge any of the system settings or
passwords one must be in config mode. For sea@dsons, a user cannot add or delete
from the database lest they change their own igfeisr A user cannot change the

clock, again for security reasons. Only in comfigde(# prompt)one can perform any

of these actions.

As it ships, LogLock has no passwords installeds starts up in config modg
prompt)to allow initial programming. If the LogLock utstterminal is accessible by
anyone other than yourseti whoever the supervisor igcally or even over the
Internet, it is strongly recommended that you pbiieby assigning the config mode a
password. It is also advised you assign a diftareckpassword for even greater
security. Remember, config mode has commands that let ometiopeloor directly
(e.g.,REN andREX) without even being on location or having a vddey. For this
reason, besides assigning a password to config nadeshould always leave the
system in normabk(prompt) or even better in locked modefompt), when done
viewing the log or making changes. For similarg#g reasons, it is also strongly
advised to assign a password to the Ethernet Modaléhe DS Manager.

Be sure taemember the passwordgou define at all times, but never write them down
or disclose them to anyone else to prevent ‘ledkdfgou believe a password has been
compromised, you must make sure to change it as @a®possible. The command to
assign the first time password, or change it tHtreas:

PASS <password> for the config mode password
or
LOCK <password> for the terminal access password
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A <password> is up to 20 characters long, case sensitiveaning thaty Secret
Password’” and‘My secret password’ are two different passwords, and can include
any printable ASCII charact@etters, numbers, punctuation marks, single spaetes)

If you don’t want people around you to see youispasd as you type it, or if you want
to enter character codes not possible to type.-fungtion keys, multiple spaces, etc.,
don’t type the password on the command line. atsteypePAss(or LOCK for the
locked mode password) and preg=sTER]. This will show:

Enter password (it will not display):
Then, you can enter the password secretly. Egadtgharacter will be shown as an
asterisk {) instead of the actual character you type. Youlz@ckspace to correct

mistakes, if required.

To remove a password completely, one must usesittnd methodsecret entryand
just presgeENTER] when asked for a password. This undefines thegupassword.

IMPORTANT: The password one definesundefineswill be saved during the next
SAVEcommand, not immediately. If you have changed yoind and don’t want to
save the changes, issue eitherttheDcommandmore immediatedr theRESET
command. This reloads the system ignoring anyigordgtion changes made since thg
lastsavEcommand.ThesAVEcommand does not affect user, zone, or holidapgés,
which are always saved immediately.

117}

Commands that are only accessible when a valgspassword is enterdde., in

config modepre shown in the help screen (displayed WhENTER] is given at the
command prompt) only from within themode. To exit config mode and return to
normal mode, give theoPASTommand. To exit the normal mode, and go intoddck
mode, give theloOPASSCommand once more.

IMPORTANT: Make sure you do NOT forget either passvord. If one becomes
locked out from the terminal console, the only w@yeset the unit’'s passwords is by
calling ASPISYS Ltd. for instructions, and a spéoi@e-time code to remove all
passwords Removing all power from the system and the buitteck backup battery
for any length of time does ncawuse it to forget the passworddefore contacting
ASPISYS Ltd. for a password reset procedure, ongt imelconnected to their LogLock
via a terminal. One may also be required to vehgir identity before we give them the
one-time unlock code. One can give itheo command for contact information.
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The DIR command

To check the current device statike sizes, settings, etcyse thedlR command. The
following is a sample display of the command. Qregtual display may be different
based on their own settings or version.

Filename Total Used+ Free

Users... 448 30 418
Log..... 5733 0 5733
Zones... 1020 5 1015
Holidays 256 12 244

Clock: Mon 2009-09-07 17:00:00 DST

Lang. Code Page : Win Greek

Alarm sec On/Off: 15/5 sec, Alarms=0, PASS attempts =0, Resets=0
Entry/Exit delay: 1.5/1.0 sec
Entry/Exit mode : AC (noisy, less current)/DC (quie t, more current)

Unit Location : Outside

Separate Strikes: Yes

Zone bindings : ENTRY=2, EXIT=1, PUSH-BUTTON=255 (Off)
ZZR Mode / Above: On [BLOCKED]/1

Sound/Hide IDs : On/On

Log Mode : All unique auto-exit

MCU Volts & Temp: 2.94V [25C | 77F]

From Date YYMMDD: Fri 2000-01-01 00:00
To Date YYMMDD: Thu 2099-12-31 23:59

The DEVICE command

One may give their device a name or descriptiohis & particularly useful if one has
multiple units installed, and wants to quickly ck&ich unit one’s connected to.

Use theDEVICE command alone to display the current settingr(yf)a Follow the
command with a string parameter to change the cusegdting to a new value. The
string may be up to 60 characters lohgnger strings are accepted but truncated to the
first 60 characters.This feature can be used to either assign a emame to this
device(within one’s organization)or simply to describe its location, ownership, or
person in charge, etc.

Example strings are:

College, Math Dept.
My Company
Tom’s House

Changing the name/description string is only pdesib# mode. To remove the string
completely, give just the character Viewing the device name/description can be done
in any mode. If a device string is defined itnsluded in @8AcCkurcommand. The

string is raw, and it is not affected by the cutdanguage settinfas with user names)
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Adding / deleting users

Before gaining access, a user must be enteredhietbogLock’s database. This is done
via theAu(Add User) command, whose format is shown bedswhen one issues the
command without any parameters

Use: AU ID(16) PIN(4) ZONE(3) [FROMDATE(6) [TODATE( 6)]] "username(20)"
Dates in YYMMDD format, e.g. 090117 = Jan 17, 2009
Username: Lower=Greek, Upper=English
ZONE 1-254, (0O=Always, 255=Never)
PIN="NONE"

The numbers in brackets indicate the expected,aximum length for that element of
the command. The username length may be diffeentthe one displayed above
depending on the specific version one owns. Sdwaiekets embrace optional portions
of the command.

DOS Greek @R, Windows GreekgRW character codes or lower case English
characters in the user name field are interpreteg@raekwhen in Greek modewhile
uppercase are always interpreted as English (e#pimabet). When in English mode
(EN), one may use both upper- or lower-case namesdauthing for themu(L, LL,
andwHaommands) is case-sensitive, so one must remembgre them the same way
one entered them with tla& command.

The iButton ID is the unique code of the user’stiBa key. Usually, it can be found
engraved on the iButton key itsélfit one doesn’'t need to memorize it, or write iwvdo
You can use the Monitor mode to quickly have theti@n number display on the
terminal each time you touch it on either readegardless if it is already registered in
the device. Alternativelyf¢r units equipped with an LQDone may hold it firmlyon
either key reader of the unit (depending onuiiné Locationsetting) for about 2
seconds until the key code displays on the LCDe ddde will keep displaying until
one removes the iButton from the reader. This e¢eddwvays exactly 16 characters
long, comprised of hexadecimal digftsimbers fron® thru 9, and letters frona thru
F).

The iButton ID contains a checksum that indicatbstiver the number is correct or not.
If any digit is wrong while typing the ID, the cHesum fails and the command issues
the messagparameter error(s)

Special ‘doorman’ ID

There is one special ID one can use that doesanspond to any real iButton key.
This ID is made of all zero$000000000000000° ) and it is an always defined systern
ID that is assigned to the hypothetical ‘doormahichk is whoever presses tREN/ REX
buttons. An actual doorman may have his/her own real keyardiess.

=)

Although the zero ID is always defined internatiythe system, one may also define it
in the actual user file.
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If the zero ID is not defined in the user file, thbeRENandREXcommandsnd their
associated push-buttons (if connectedyk at all times without any restrictions. The
log listing shows all Request-To-Enter and ReqdesExit actions with a
corresponding system namghout any quotesyhich isn’t searchable because it does
not really exist in any file.

On the other hand, when the zero ID is actuallynéefin the user filgvith theAu
commandit is necessarilyassigned to some zone, and then it behaves hi&gudar user
key, except it is not actually possible to read it frdme iButton readersin that case,
theRENandrREXcommands obey the restrictions of the zero ID&gaed zone. As is
the normal behavior, a zero zone always allowsofiseese commands; zone 255 never
allows use of these commanesféctively disabling the commands and their asdedi
push-buttony while all other zones behave according to tlefmition. So, this
feature allows one to hawENandREXcommands and push-buttons that are only
functional for specific days and times. The narnvergyto the zero ID user is displayed
in the log listing instead of the generic systemmaa This name is how searchable just
like any other user name.

The system must belioGALLmMode for zero ID events to be recorded.

PINS ARE NOT SUPPORTED; THE FOLLOWING PARAGRAPHF®R
COMPATIBILITY WITH PREVIOUS VERSIONS ONLY.

A PIN is made of exactly four decimal digitstiru9). The special PIN codeworNDNE
(case-insensitive) is special in that the userasrequired to enter a PIN regardless of
the status of the PIN mode. Numeric PINs, on therdhand, are required verification
when the system is set in PIN mode (doracommand to see current settings and
modes).

A zone number is a decimal number of up to thrgésdi The number must be in the
rangeo thru2ss, or else an error message is displayed. Remetimdezone® and255
are special and do not correspond to any useratefiones. In short, zoneallows
access at all times while zopgs disallows all entry and exit accesses but keequk tr
of any such attempts in the log file (if in theGALLmMode).

An optionalstartbate andeEndDate may be entered mymmbDormat. To enter an
EndDate one must also first entersaartDate , although astartbate  does not
necessarily require @ndDate to follow it. A StartDate enables the specified user’s
access rights on that date. AmiDate , if defined, disables the specified user’s access
rights at the end of that day. No access is albateall outside the provided date range.
This feature is useful for temporary users withaatsig and/or expiration date. To
define just an expiration date, one is requiredl$o provide a starting date, so just use
any past date or today for starting date to benatbto enter an expiration date.

ThestartDate and/orEndDate may contain ‘wildcards’. This feature is 100%
backwards compatible. Wildcards are entered agiti® (. ) in place of thery, MM or
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DDelement of thestartDate  or EndDate for theAu command. Wildcards effectively
skip the check for that part of the date againstatttual clock. Therefore, a wider
selection of date ranges becomes possible. Exaraplag the wildcard dates are
shown below:

AU FF00123456789A01 NONE 200 ....01 ....07 “Paper S upplier”
AZ 200 -M------ 0900 1300 AUTO

The above user is restricted to enter on datesdeetd and " of every month of every
year. Because the user is further restricted bg 200, which allows entry only on
Mondays from 9:00am to 1:00pm, the user is ablnter only between those hours on
the first Monday of every month of every yedmstead of 01 to 07 which is for th& 1
week, use ap08 to 14 for 2" week, 15 to 21 for3week, 22 to 28 for'4week, and
possibly 25 to 31 for last week.

Another example: A seasonal worker in a hotekisded for the months of May to
September every year.

AU FF00123456789B01 NONE 201 ..05.. ..09.. “Pool cl eaner”
AZ 201 -M-W-FSH 0700 1100 AUTO

A final example: A person is allowed only aroundri€mas day every year.

AU FF00123456789C01 NONE 202 ..1222 ..1228 “Santa C laus”
AZ 202 SMTWTFSH 2200 2359
AZ 202 SMTWTFSH 0000 0400 AUTO

With the current implementationy wildcard date ranges that span year changes (e.g.,
from December to January), emvwildcard date ranges that span month changes,(e.g.
from 28" to 5" of next month) are not possible.

Finally, the user name is entered within doubletesi@user name” ). Only the first 20
characters are significarii¢te: the number of significant characters may ifieent
based on the particular version one oyvn& null/empty name — two double quotes with
nothing in between —adds and deletes the user imatedd so it is practically useless,
except for testing purposes, e.g., to see thetefié@PACKcommand. To add an ID
without any name use at least one space insidddhble quotes for the name or a
special codeword that you prefer, suChRBIVATE” .

One cannot add another user with the same iBuRdretause each iButton is supposed
to be given to exactly ONE user. No sharing oftiBu IDs is allowed. The iButton ID
can be considered the unique index of the ‘usde’tabthe database. It is also strongly
advised to not give a single person more than Batan ID key. Since the same ID

can be used with multiple units, there is absojutel reason at all for people to use
more than one key each, regardless of the numlaaroeiss points.

Different users may share the same user name, lgowdhe unique part of a user is the
iButton ID, and only that. Nonetheless, it is necoended that users with the exact
same name, be given slightly different names (araedot, or first-last and last-first
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versions of the same name, for example) to madasier to differentiate the two in user
or log listings without having to look at, or remieen their iButton IDs. So, for
example, if two people are named ‘John Doe’, onddacbe entered asohn Doe” and
the other asDoe, John”

Since there is nwhange usercommand, to change a user’s database record (for
example, to change a user’'s name), one must Bistalitif one plans on using the

same iButton IDand then add it again using the new or modifidédrmation. To

delete a user, use tbeJ(Delete User) command followed by the unique iButid for

the user one wants to deletdint: Use theu command followed by a name to locate the
user, double-click on the ID to mark it, and thepy it (usingCTRL-C] in most

terminal programs.) Next, give tb&command followed by a space and the pasted
back ID (CTRL-V] in most programs).

LogLock Mini only

One can also quickly add or delé@emporary’ users by means of the small push-button
opposite the clock battery holder

Users added with the push-button are giverirttystic’ name*?” and assigned to the
zone currently defined via tirBzcommand (sebIR display). The optional start/end
date will not be defined when PBZ is set to zéfor non-zero PBZ, the start date will
be set to the current system clock date. Thisvallpou to know when the ‘temporary’
user was added. If one makesme& command point to zoress (OEM default)
which never allows entrghe push-button feature is completely disabléueeifor
adding or deletingno, it does not add users to zone 255

To use this feature for adding a user, first byieluch the key you want to add on the
outsideprimary reader (whemnit Locationis ‘Outside’), or the insideécondary
reader (whetJnit Locationis ‘Inside’). After removing the key from the o, press
the small push-button for at least one (1) sedmricho more than four (4) seconds
This will add the specific iButton key and givehe username” . If the key already
exists, it is not added a second time, nor movekdepBz zone.

To delete all users assigned to the curr@aizone, press the small push-button and
keep it pressed for at least five (5) secondsers assigned to all other zones will not
be affected at all.

This feature is useful for quickly adding or delgttemporaryusers, without using any
PC connection and without affecting any of fgmanenusers. The rights these users
have are the current rights of whatewBz zone was active at the time the user was
added. In other words, the zone that was assignadiser at the time the button was
pressed remains constant even ifRB& zone is later changed to another.

About the Log
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The log keeps track of all user entries and exitse log keeps the exact date and time
of each successful or attempted entry or exit.d&ult, unsuccessful attemgesg.,
attempting to enter outside the user’s zone lingite)not recorded to save log space for
successful attempts. If you need to record botieesssful and unsuccessful attempts
from registered use[g.g., those attempting to enter outside their zesgictions) use
theLOGALLcommand to set the system in ‘log all attempts’ enod

If you want to revert to keeping a log only for sessful attempts, use tNOLOGALL
command.

One can also save significant log space by usiagatsuNigcommand. The OEM
default CoGsamMEOommand) records all actions even when the sanmnastquickly
repeated many times within the same clock mifmtesome cases indicating a possible
pass back attemptNormally, a user may attempt multiple successivigies because
s/he does not realize s/he attempting entry outbieleiser zone’s allowed day-of-
week/time combinations, and falsely assumes tlseserme misread of the iButton ID
key, or some other temporary problem, that wodvalaccess. S/he will eventually
give up, after having filled the log with a bundhumsuccessful attempits LOGALL
mode In the OEM default mode, every single attempeworded and in situations as
the one described, there could be tens of thenth iNeLOGUNIQcommand, however,
only different actions are logged. It is suffididor the clock minute alone to advance
for the action to be considered different. So, woe’t see more than at most a single
attempt for each minute of the haurless another user enters or exits in between

If you need to record unsuccessful attempts fromregistered iButton IDs, use a
terminal program with a screen capture capabiland leave LogLock into Monitor
mode (M command) during times you want to colleistinformation. This will record
all attempts to enter or exit, even for iButton tibat aren’t part of the system. The ID
along with the word&NTER EXIT, Of ----- is displayed, depending on whether the
attempt was an entry, exit, or unsuccessful entigpectively.

IMPORTANT NOTE: If one leaves the unit in Monitor mode and the rtgvork
connection is either intentionally terminated or Iest, or if while in Monitor mode
you pause CTRL- S] the terminal output, the unit may stop respondingo further
iButton keys (for up to 10 seconds, until the syste auto-detects this situation and
unblocks the blocked reader).

This is because in Monitor mode, the device musstfoutput the collected

information from the last key read before acceptiagother key, and if the

connection is either closed/lost or paused thatmuitis suspended until the
connection is re-established or the listing is conted [ CTRL- § .

It is best if one does not leave the unit in Monitmode, when unattended. However,
as a safeguard against being left in Monitor modg dversight (or malice), please
note there is a maximum time limit of up to one déi440 minutes) for the
command, available only from the config mode, whilee default value if no time is
specified, or if issued from normal (non-config) nde is only 1 minute.
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The log for a specific user can be displayed usieg andLL commands followed by a
[partial] user name, but without the quotes usedmreating a user. This is useful for
viewing a specific user’s ‘in’ times for a givenrpal, say, a month. Alternatively,
using a terminal’s screen capture feature, onedoamload the completer within a

date rangdog to their computer for automatic time calcuwas on the PC. Additional
software is needed for this task. We may be absipply you with such software for
PC based computers on an as-needed basis at estrafcthere is a programmer in-
house, they can easily write a small program teaekthis information from the
captured log file, and calculate total times asinegl by one’s organizationVe can
provide pre-written scripts to setup a databaselisas MySQL or SQLite), and keep it
updated by ‘manually’ or ‘as scheduled task’ rurqiancouple of scripts, or so. Then,
one can get summarized information for each andyavser, one at a time or all
together.

Except for not displaying the username, thbeommand is identical to thecommand.
This results in faster overall downloads of largg files.

Although the log space is rather la(&33 records in the OEM default versipn)
eventually it will become full (but not stop loggimewer actions). If you're interested
in keeping accurate log history for periods londpan can fit inside the device’s internal
memory, it is expected you retrieve the log wefbbe it becomes fulfe.g., at the end

of year, end of month, end of week, end of daydefending on usage — number of
users, and number of entries/exits per user perategverage)and then optionally
clear the log completelyith theCLEARLOG@OmMmMand

Hint: To avoid the possibility of losing any actionsidgrthe short interval between
the completion of the log transfer and the isswhtheCLEARLOG@ommand, one can
opt to not ever clear the log manually; rather, iteduto-truncate the oldest 39 actions
when full, and use the Date Rangee¢mmand, see below) to retrieve only newer log
entries. If you retrieve the new log from a speafte and time combination you will
get only a minimum amount of overlaps with exiskiggentries from the previous log
retrieval (in case you're pulling the log more thance per given period), or no
overlaps if retrieving between fixed past perioglg (, every day for the previous day up
to 23:59 — last minute of day).

Note: A database (such as MySQL or SQLite) camtbexied such that it will not allow
duplicate entries in its tables. (An index basedhe iButton ID, date, time, and
direction is sufficiently unique. A pre-configurelySQL database script may be
available on demand.)

On attempting to log an action when the log is, fille device automatically first erases
a log page (i.e., 39 records) of the oldest logrimiation to make room for the newer
information. So, at any given tinumless one specifically clears the log with the
CLEARLOGOommandthe log holds at least the 56@epending on versiomhost recent
user entries and/or exits.
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To define a date range for the(Log) orLL commands, use tlpe (Date range set)
command. PressirENTER] shows this:

No Date Range, use: D YYMMDD[hhmm] [YYMMDD[hhmm]] ( *=today)

and cancel any previous date range setting. Tiheatate range from Aug. 13 to Aug.
29, 2004(Athens 2004 Olympic Gamesge this command:

D 040813 040829

When[ENTER] is pressed, the system responds with:

From Date YYMMDD: Fri 2004-08-13 00:00
To Date  YYMMDD: Sun 2004-08-29 23:59

Dates are entered wyMMDIBormat and must be exactly 6 digits long, or ezden
YYMMDDhhmfermat and be exactly 10 digits long. If choosihgYymmbDIformat, then
the time is automatically set to the beginninghaf tlay for th&eroMdate and to the end
of the day for th@odate. The first date is tirROMlate while the second date is tiee
date. Then, the log displayed with ther LL commands is limited to accesses during
this period(inclusive) One can also use the command with or#ir@wm or only ato
date.

To set only &rROMlate (to see log entriegOMhat date onward), give only the first
parameter to the command. For example,

D 040813

limits log viewing from Aug. 13, 2004 and latgo any date) After pressingeENTER]
the system responds with:

From Date YYMMDD: Fri 2004-08-13 00:00
To Date YYMMDD: Thu 2099-12-31 23:59

(Notice how th@odate is automatically set to the latest date amgktpossible, i.e.,
Dec. 31, 2099 11:59pm)

To set only thaodate (to see log entries from any debea specific date), give any
invalid date for theeroMdate followed by a valigo date. For example,

D x 0408291700

limits log viewing from any date to Aug. 29, 20045pm(inclusive) The ‘X’ acts as a
‘don’t care’ indicator. Any date that isn’t madp of valid numbers and/or doesn’t
contain exactly 6 or 10 digits is invalid and, #fere, considered a ‘don’t care’ date.
After pressingENTER] the system responds with:

From Date YYMMDD: Sat 2000-01-01 00:00
To Date  YYMMDD: Sun 2004-08-29 17:00
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(Notice how th&rRoMlate in this case is automatically set to theieatldate and time
possible, i.e., Jan. 1, 2000 12:00am)

To quickly set either date to todéyased on the current clock settingye a single
character for date=fom and/orTo), e.g.

D*
D**

NOTE: The system only understands dates for the yé}8@ @ 2099. Since the first
date is already past while the second one is befandxpected life of this device, it is
a non-issue for actual use. Anywhere one is egpdct enter a year, one must omit the
leading 20 because the system expects all datesitothe above range.

One can see the currently effective date rangsdayng thediR command. The date
range remains in effect until one changes it orstjstem is reset.

Any log viewing commands are always restricted timnivw the effective date range.
Even if one searches for a user name in the lodp e command. username ’ or
‘LL username ’ ), only those accesses that fall within the effectiate range are shown.

Since the date range auto-calculates and dispgtayday-of-week for the given date(s),
one could use this function to check on what dayeék a specific date falls.

IMPORTANT: Don't forget to reset the date range bebre taking a complete log
backup or set the date range for an incremental log back{gg., to use with a PC
application). PressD] ENTER] to reset the date range to the default values of
2000/01/01 00:00 to 2099/12/31 23:59. Then, presw LL[ ENTER] to get the
complete log.

Finding out who's ‘in’

LogLock gives one the ability to know whaspposedlyin’ by checking the log for
those who have registered an entry without a faligvexit. For accurate results, it is
assumed that users have entered within the sampetamd (i.e., within the last 5695
transactions -actual number depends on versioi®therwise, there is a possibility the
log gets truncated to make room for newer entlossing the information for the oldest
entries. Under normal usage, this is highly unlikely to acas even with a totally full
user database (448 people for the default versieagh and every user has to go in or
out over 12 times on the same day for the log toime full and risk losing older
entries.

Thewho command examines each user’s log activity. Argr wgo has entered but not
yet exited is considered to be ‘in’. Obviouslyisttvill not be correct if people are
allowed to exit bypassing LogLock (e.g., by manualpening a door, or exiting along
with another person’s legitimate exit, without gstheir own key).
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Just like they, L, LAST, andLL commands, theytHaommand may be followed by a
partial user name to limit the search to only thasers whose name includes the one
given.

Similarly towH@theLAST command allows to view the last (most recent)oactif any
user. Again, only actions currently in the log eo@sidered. This command helps to
quickly find when was the last time someone acacktse system for either entry or
exit.

Setting the clock

To set the real-time clock of the device one msstthec (Clock) command. The
command expects the date and time inthi@mMDDhhmmdormat (note that seconds

must be given also — if one doesn’t care for sucluacy the value 30 for seconds is the
best guess). For security reasons, only in canfige ¢ prompt) one can change the
date and time.

As an example, to set the date and time to ‘5:3@mlBugust 15, 2004, give the
command:

C 040815173045[ENTER]

One will not be allowed to enter incorrect date#tiondes. The day of week does NOT
need to be entered, as the unit is capable of aitcally calculating it from the date.

Daylight Saving Time (DST) is automatically detecbmsed on EU'’s rules for changes
of time twice a year (last Sunday in October fro®TCto Normal, and last Sunday in
March from Normal to DST, at 3:00am). When settimg time the unit automatically
goes into DST or normal mode depending on the elatiered (on a switch date itself,
the new mode is set, regardless of time). Thezedfie clock keeps track of the correct
time even during time changes from Normal to DSDBaxk. This makes it very
convenient for the day(s) after a time change wienple show up to enter based on the
changed time.

The clock is protected from power failures via alitong-life lithium battery (type
CR20320r CR2025 that keeps the clock running for several daysootinuous power
loss. If, however, the unit is left unpowered lfmmger periods of time, the clock battery
will eventually run out and will then require repéanent. The device is not serviceable
by the casual user.

Please note that even with a totally drained clbaktery, the unit is still usable but
unless its power-supply is protected by a UPS (ténfoptible Power Supply) system, it
loses its date and time information every timeghsra blackout (or even a brownout
on occasion), and it must have its clock manualbet to exit the startup error
condition (see box below).
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IMPORTANT: When losing the date/time due to a clock battaiiyife, the unit
reverts to midnight of January' f the firmware’s Build year, certainly a pastejand
the status LEOfor LogLock Mini)will blink rapidly — normally, the LED blinks eve3
seconds. TheIR display will show the messa@®VALID] next to the time. In this
error condition, only zero zone people (includREN/REX events) are allowed access,
since date/time cannot be trusted for zoned acao®sg.actiongwhich in this error
condition can only be accepted from ‘ZeroZones8 not logged because the date/time
is known to be invalid, and logging such actionsfapts would disrupt the normal
chronological sequence in the log file. Setting ¢hock with any date/tim@ast 2008)
clears the error condition, and normal operatiGumges.

Changing the LCD and username-in-listings language

LogLock is partly bilingual. For units equippedtivan LCD, it shows messages on the
LCD in either English or Greek. Other languagey madded (instead of Greek) in
the future, if sufficient demand warrants it. Alsiee user names are shown on the
connected terminal in the selected language.

The device’s terminal interface is always in thgl&h language. This is because
Greek or other non-Latin-alphabet languages das€taistandard character-display
coding scheme among different computers (e.g., P@ss, UNIX, etc.) or different
countries, and the Greek or other language foetstadlefault in most systems that
support these languages. This would make it vigiigult to use the device if the
language was set to Greek and the connected tdrdidmét show it correctly.

The LCD display the user sees can be switched Eoglish to Greek, or back. To
switch to English, give theNcommand. To switch to Greek for DOS, give dre
command. To switch to Greek for Windows, give @mcommand.GRandGRware
only different at the terminal display, not the LCD

The current language setting can be seen frommitheommand display, and it controls
all messages on the LCD, including the date and,temcept for the user names.

User names on the LCD are always displayed in wagerwhen Greek is selected, and
mixed case when English is selected. On the texinowever:

» |If the language is English, user names are disglayactly as entered with the
Aucommand.

» |f the language is Greek (for DOS), user namesle@ayed in uppercase Greek
for DOS code page for Greek and uppercase EnglisBriglish namesGreek
for Windows works like Greek for DOS except thmieal code page is
different.
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Packing or ‘Garbage Collection’ (Technical Note -ohneeded for operation)

The non-volatile memory used by LogLock for keepsettings, zone, holiday, user, and
log information is writable in a special way thaied not allow erasing small amounts of
information at a time. Erasures must be donezeadile chunks. Also, this memory is
guaranteed by its manufacturer to at least 100:0118-erase cycles which is truly a lot
but not infinite. In practice, this translatesatell over 550 million accesses, which
even with the heaviest possible business usagdnatag(one access per user, per 10-
minute period, per 24-hour work dayf)is over four decades! It is theoretically
possible, however, that the memory will eventugtiybad for writing data to it, and it
will need replacement. Special programming tealeschave been utilized to extend
this writing period for as long as possible, sd ffta can enjoy many years of service-
free operation.For most installations, this limitation is a norsise.

When deleting users, zones, or holidays, the wesd’t actually delete these; it simply
marks them for deletiofyet, this is an action that cannot be revokedhis means that
the space taken by the deleted records doesn’nieeawailable automatically. To truly
remove any deleted records from memory, one masthePACKcommand. This
command skips over all records marked as deletele whpying the rest. This
procedure is called ‘garbage collection’. If rumgpiout of memory space (as reported by
theDIR command’s FREE column), one can userfhekcommand to regain any
blocked unused memory. Please try not to useAls&command casually (for

example, each time one deletes a single user, poheliday).

When changing passwords or optigasch as the open-door strike timije device
keeps these changes in a temporary memory ratheistve them immediately. This
allows making these changes more than dorctesting a behaviobefore committing
them to memory. To make these changes ‘permaaeratmust use th&@avEcommand.

Because of the write-erase cycle life of the memits/recommended one use thwCK
command only when truly necessary. In other wattisnot required to type the
command each time one deletes a single user or ZBive thesAvEcommand only
when you must change any of thi® settings or passwords, or theckcommand
when there is no space remaining in any of the,fééd you need to add data to them,
or if you have a significant number of accumuladeteted recordscleaning up the files
may improve overall performanceThis helps prolong your unit’s life to the maxim.
(TheFROMandTO search date range are never written to this spe@@atory, so SAVE
or PACKcommand is never needed for accepting changes.)
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Using LogLock for entry or exit

The system comes with two iButton ID readers, ameefch side of the protected area.
The unit is always placed on the inside with ora&lez placed on each side of the access
point. This provides full protection from vandatigi.e., zero hands-on access to the
system from outsiders). The commamdsindouTtell the system whether to use the
LCD for displaying exits or entries, accordinglhe device firmware then knows how

to behave correctly for each case.

If a Request-To-Enter or a Request-To-Exit pusheouis connected, pressing the
button momentarily opens the corresponding doargugie defined Door Time setting.
No action is logged, unlessilwGALLmMode. This push-button is normally used by
secretaries or other human operators letting vsitoor out. Visitors normally do not
have their own keys and depend on someone elggetotbe door for them. In a more
secured installation where all ‘visitors’ must bepalidated, the Request-To-Enter and
Request-To-Exit buttons may have to be left uncotateto prevent the possibility of
any user entering or exiting without the use ofrtigutton ID (especially if th&REN or
REX button is placed too close to the access pointpabdontrolled by a security
guard).
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Dual strike mode

LogLock can be set to use separate strikes foy entl exit. This is useful for
situations where a different path is taken for eaation (e.g., garages with separate
lanes for entry and exit).

The primary strikel(Ock1 or LCL in the connection diagram) is used for both entiy a
exit, if the device is set for single strike modetk the command1i).

When set in split (dual) strike mode (with the coamuis2), entries always activate the
LocKl strike, while exits always activate theck2 orLc2 strike, regardless if the unit
is set to be insideN command) or outside(UTcommand).

TheENTRYcommand can be used to open the entry door (oggdrarrier) connected at
Lock1l while theEXIT command can be used to open the exit door (or gdragier)
connected atock2, and keep it open continuoug/g., during rush hours one may
want to raise the garage barriers for efficiencyljhe iButton keys can still be used to
register the requested access for time attendampeges, but the strikes do not close
after the defined timeoubf command). To cancel either command, useNthENTRY
andNOEXIT commands, respectively.

If the rush hours are foreseeable and follow aipetay / time pattern, one could
define a zone for them for automatic use. A zamalmer may follow the commands
ENTRYandeXIT. If the zone number given1s5 (the OEM default), the commands are
disabled. If the zone numberdaghen the original behavior of indefinite engagetngn
enabled. When supplying a zone number to eith#rasfe commands, the zone is set
but the command may appear to not be activated diatedy (depending on the
situation, if zones are to be respectetf)one gives a zone fromto 254, and that zone
is defined, the strike is activated on the daystands dictated by the zone, and de-
activated during days and times the zone won'talld his is very flexible in that one
may have the strike(s) automatically engage dusay, business days and specific
‘rush hours’. Since a different zone may be useehtry and exit, you can allow for
different ‘rush hours’ for entry and exit.
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REN and REX commands

TheRENandrREXcommands behave exactly as if someone pressegther REX
buttons connected to the corresponding connectotseodiagram When used with
split strike modeRExalways applies to the exit strike.

Battery-Low warning

If connected appropriately, LogLock can warn yolewlhe external supply battery
(e.g., UPS battery) is running low and needs rephant or other maintenance (e.g.,
charging). LogLock Mini shows the optional recteable battery’s status, instead. The
warning appears with tt®R command and, for LCD-equipped units, on the LCEhin
selected language along with the date and timédayisp

LogLock Mini Only: Use of an optional 9Vechargeablebattery

WARNING: First and foremost, do NOTuse any type of non-rechargeable
battery, or there is risk of serious damage, battgr explosion, and personal injury.
If you connect one by mistake, disconnect it righaway, as the dangers we warn
about may not become apparent until some time laterWhen connecting the
battery please observe the polarity.

LogLock Mini is capable of temporarily operating ah optional 9V rechargeable
battery. We strongly recommend the use of 8.4thémthan 7.xV) rated batteries from
any reliable manufacturer. The mAh rating is ugda but, obviously, the higher the
number the better the performance you get.

Do not confuse the use of this battery with the C&2CR2025 clock backup battery,
the two are not related. The clock battery is méakeep just the real time clock
running when there is no other source of power,thadlevice is non-operational.

On the other hand, when the mains power is lodismonnected, the optional 9V
battery kicks in and keeps the system running émglits primary job, access control
and/or time attendance. It acts almost like ati®Rs. The system will be able to strike
the door for several times, so you won'’t get stoitside waiting for the power to come
back on.On a full charge you will get several tens of stgk- the actual number
depends on several factors, such asithstrike duration setting, the strike modecr
DO, the strike type used, etc.

The system keeps this battery fully charged airakts when the mains power is normal.
Charging is slow and may take many hours to reaktichiarge. But you should not
worry about it. Under normal circumstances, thennpawer failures are few and far
between giving enough time to the battery to regphand be ready for the next one.
Unlike with some general-purpose chargers, themoisisk of overcharge. The battery
remains in stand-by for when it's needed.
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To save power for the primary job of the deviaedess contrg) other functions have to
be shut down when the system runs off the 9V batt€herefore, the Ethernet module
as well as the LCD (if connected) will be poweredvd. When the mains power
returns to normal, the Ethernet module (and LCDI) v re-initialized. If a telnet
connection was active before the power failureust be re-established.

Charging is fully automatic. There are no optionsettings to adjust. Whenever a
battery is installed, it is under the control of thuilt-in charger. You can see thi&
display to check the battery status and chargiaig stif the battery fails to charge for
very long (vhile charging the voltage remains constant ando@iow norma), it may
be time to replace it with a new one.

Mass-erase actions

Some commands are meant to completely erase $itegleor all files. All delete
commands (e.gQufor delete user) can optionally be followed by Wrd ALL to delete
all records in that file with a single command.vétification of the action is required to
prevent mistakes. If you are certain you wantrocped with the action, enter(for

Ye3. The command for erasing all log entriesli€§ARLOGvhile the command for
erasing all filegincluding the log, but not the system settinggasswords)n a single
step iSCLEARALLFILES. All these actions can only be performe@gixssmode.

Contact information

The commanaNFo displays our company’s contact information (addrphsne
numbers, etc.). Use it whenever you need to conta This information should be up
to date according to the purchase date (or latesiveire upgrade, if applicable) of your
unit. Should you require a firmware upgrade (¢@take advantage of added features
in later versions), please contact us. Firmwaggages (commandPGRADEconsist of
loading an ASCII file via a telnet connection (eldyperTerm — recommended because
of its ‘File Send’ capability), and unless the uggdia performed to fix a possible
remaining bug in the system, it may be not free(atdiscretion).
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Firmware Upgrade

By ‘firmware’ we refer only to thapplication firmwareof the device, which is user
upgradeable, and which runs on top of another fR&M (Read Only Memory)
firmware which contains a BIOS, our OS8 real-timdtitasking operating system, and
upgrade related functions.

From time to time, we may provide free firmware tgues. We highly recommend you
update your device(s) as soon as possible to thkangage of improvements, or added
features.

The ROM portion is not upgradeable by the end u#eROM upgrade is normally not
required, as we provide various firmware versiomsnatch your specific ROM BIOS
version. Nevertheless, earlier ROM versions maypdzgaded to the latest version at
no cost (other than possible round-trip shippingugjes) by returning the unit to us.

Notel: BIOS bOS8 v1.70+ will not allow sibling prtmd firmware use. Only a
compatible BIOS (bOS8) version and LogLock modaliare image can be used.

Note2: BIOS versions which differ only in the fidait can accept the same firmware
image as the base version. For example, for &BbOS8 v1.7x devices, you must
select the BIOS v1.70 firmware version, regardddbe actual value of x in your
device.

Note3: After upgrading to a new firmware versi@sue theeLEARcommand to zero all
counters, as the values shown may be random.

Begin by downloading the correct firmware for yal@vice from our website:
http://www.aspisys.com/firmwaradding the appropriate filename as described below
Note: All filenames are case-sensitive. Pleasemasthe correct case when typing.
Specifically, the word BIOS is uppercase, evergleise is lowercase.

To locate the correct firmware file for your devipgease follow these instructions:

1. Identify the type of device you owmiEO command), e.glL,ogLock 3000or
LogLock Mini

2. Identify the BIOS version you havelifoO command).You can also ‘guess’ the
version by looking at the Revision History, if yoow the purchase datdf a
BIOS version isn’t shown, your BIOS version is v1.0

3. Download the correct firmware frohttp://www.aspisys.com/firmware/ by
adding the filenamioglock . MODEL _firmware_  NNN_[BIOSv ?_?].s
replacingMODEL with your unit’'s model (e.g. ‘3000’ for LogLock 80, ‘mini’
for LogLock Mini, etc.),NNN with the 3-digit firmware version (e.g., for v3.41
NNN should be 341), and finaly_? with the BIOS version (e.g., for BIOS
v1.4x, use 1_4). They're no spaces in the linky anderscores. As an
example, for the 3.41 Mini version for BIOS v1.4i@e correct firmware is:
http://aspisys.com/firmware/loglock_mini_firmware 3 41 BIOSv1 4.s
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Please see the revision history section later om&ails on version changes.

WARNING: Sending the wrong firmware file to your device may make it
completely inoperable as an access control systemtilthe correct firmware file is
loaded. Some firmware versions are closely relatednd although they may appear
to work even when loaded into a different system &m the one for which they were
intended, correct operation should not be assumedhder all situations.

Updating is both simple and fagtnormally takes less than one minute to compléte.
can be done over the network from anywhere you hHgeed access to your device,
even over the Internetif you have set up your router to allow accesgotar LogLock
from the outside. Of course, you need to knowPhespassword to enter mode
before commencing.

If you happen to encounter undocumented incomfliitilisues or other problems with
a newer firmware, please let us know immediatétysuch cases, you may re-load an
older firmware version until a newer version is yiced.

If unsure, please issue theO0 command to see the current version of your systém.
the latest version of this manuattp://www.aspisys.com/loglock mini.pdfefers to a
later version than the one you have, please counsaitt obtain the latest firmware file.
If you have purchased the system directly fronyois,may receive email notifications
for possible upgrades as they become available.

To send a firmware file to the device, follow theseps:

1. Make sure you have the required firmware fikdily available before
continuing.

2. Connect to your device using HyperTerm or sirmalaplication.

3. If upgrading to the same user/log ratio versiba,data files are not affected.
But to be safe against possible user errors, ikgsad to make a backup of the
device configuration, at this point. Followingiarfware upgrade, all device
settingg(including the passwordsire restored to their OEM default. Make a
backup with th&ACKUPcommand, if you want to make it easier to restoee
previous settings.

4. Initiate the firmware upgrade procedure by isguheuPGRADEOmMmMand from
the # (config) mode.

5. Answer’ to the confirmation promptWARNING: This action is not
reversible. Once you press 'Y’ the old firmwareasased. (Press [ESC] to
cancel, if you changed your mind. The system waétart.)

" IMPORTANT NOTE: Access over the Internet shouldvbey carefully considered. When typing your passlyit's possible for
anyonewith the necessary skillsetween you and your LoglLock device to interceptrycommunication and copy your password.
Then they may be able to gain access to your sy@eetially if the system has a static IP addreBsy. this reason, we strongly
advise against enteririgmode over the Internet, but only do so from yagal network for which it is assumed you have
administrator control and feel confident about tibig used. If you don’t understand the risks iwed, please do not make your
LogLock accessible from outside your local netwaifkyou have doubts even about your own local netyase a direct
connection from your PC to your LogLock using assrdd TP patch cable.
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6. Using HyperTerntor similar application) send the firmware file to the device
using the ‘Send Text Filébr similar) option. While the file is being
transferred, a series of dots appears. If thexremay errors, the dot(s) are
replaced with special character(s) indicating ¥fpe tof error that occurred. If all
goes well, the dots will terminate with an exclaimafpoint (!) and the message
‘Loaded’ . The system will auto-restart with the new firmme.a

Re-establish the telnet connection that wasdostto the previous restart.

If you had made a backup before the upgradel, thenbackup file to the device
to restore it to its previous configuration stalieloading an earlier firmware,
you may encounter compatibility issues trying tadséne backup file to the
device. Newer versions are backwards compatiblsgsding a backup file
created from a previous firmware should be recogmhiwithout problems
(unless specifically noted otherwise).

© N

If the upgrade procedure fails for whatever reggoq., power-failure half-way during
the process)the system will re-start to the bOS8 monitor agtion and a slightly
different procedure is required to load the newiuare. If when the device starts,
instead of the usual welcome screen you see th®& @ ome screen, then follow
these instructions:

* Give theLoaAbcommand
= Answery’ to the prompt, if asked.
= (o to Step 6 of the normal upgrade procedure.

Under some rare conditions, and following an inctetgfirmware upgrade, it is still

possible that this second method can’t be useereTis still a third method to recover.
This is slightly more involved as it requires a fextra steps of changing a specific DS
Manager parameter, and detailed instructions wélfrovided on an as-needed basis.
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About the Alarm feature

The alarm feature is not meant to replace a re@ldam system, as it currently does not
have all the needed features normally found in syskems. Its purpose is somewhat
different; it is there to help notice when peopiee or exit without using their keys, or
if someone left the door open after using it. A&ample, it can alert an office
security guard or doorman that someone is tryingnter or exit without the correct
procedurdgusing their key)or that the door was left open after last beisg. uWith an
active alarm the guard does not need to have hiihattention at the door, but only
when the alarm sounds.

An external alarm devidgither the actual siren/buzzer, or an input to tleatroller of
a separate dedicated alarm systeanyl a door-left-open detection switch must be
connected at the corresponding pins for this featmwork.

When the alarm feature is enab(ed., ALARM On delay not zerg}the alarm sounds
either immediately if the door is opened witholeg, or after the specified delay if
using a key. The alarm delay starts counting ftloenmoment the door strike is
activated, not from the time the door strike isiagkeactivated at the end of th&time.
In other words, it runs concurrently with tb&time. If the alarm timeout is set to
anything less than theTtime (and provided the door is still operihe alarm will start
before the strike stops.

While the alarm is activ@.e., sounding)theDIR screen shows the mess§geTIVE]
next to the alarm time setting. This allows yokmow from a distance if there is
currently an alarm event.

The alarm stops as soon as the door closes, didkes is used for entry or exit, or a
REN/REXcommand is issued. To stop the alarm ef@nthe specified alarm timehe
key must be both registered in the system and aelliolar the specific time zone. In
other words, it must able to open the door atspatific moment in time. An Off delay
Is possible with theLARMcommand. The Off delay is zero by defgtdt compatibility
with previous versions)If the Off delay is non-zero, the alarm will retbp until after
this much time has elapsed from the moment thenat@ndition stopped.g., by
closing the door.So, a quick open/close of the deathout using a kegounds the
alarm for at least that many seconds. You cantsi®alarm by presenting a valid key
or issuing &REN/REXcommandan easy way to temporarily suspend the alarm)

A single alarm is used both for entry and éxitcase you are using ti#2 mode)and
all door-left-open detection switches must be ceotetein series.

The alarm is not active during manual or automaticRyand/oreXIT commands
(unless the Off delay from a previous alarm hasrantout yet) or duringRENREX
commandgwhich cancel any active alarm immediateli#or the LogLock Mini

version, the RX pin is used for the door switcld #re TX pin is used for the alarm
signal. These are located on a separate headarapfpropriate driver must be used on
the TX pin to drive the external alarm or relay¢ ARNING: Do NOT connect the TX
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pin directly, or you will cause irreparable damage the device.Both the door-left-
open switch (RX) and alarm (TX) pins are activehhig
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Installation Instructions

IMPORTANT: ONLY a qualified person (someone expeeé in bare electronic PCB
handling) must perform the installation of LogLodBo not attempt installation
yourself unless you know what you are doing, @ #isre is increased probability of
damage to the device due to wrong connections.

Custom units may have different installation regments.Select the location on the
wall or door casing you want to install the readdtsnust be somewhere near the door,
and at a height such that all users can easilysasgghout having to either stand on
their toe tips or bend down. The unit can be mlaa®ywhere inside the protected area,
at a distance not exceeding 100m (using UTP CADEega@r shorter (plain twisted

pair.)

All LogLock units come with a 10/100Mbps Etherndapter. Connectitto a
hub/switch or PC using standard Ethernet UTP cabke cross cable for direct PC
connection From the dst - 5- 05- 00- x86. exe file on the accompanying CD (or
Internet download as instructed, if a CD was nowjoled), install only the “DS
Manager” application and run it. Your “DS Mana&asattings” should be similar to the
following pictures (but certain parameters, suckthasP address, may be different
depending on your specific network setup):
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s DS Manager - ¥5.5.0

File fAccess mode Device Help

Auto-Discovery | Address Book |

Serial Access |

Status &
]| 0.120.0.0.48.243
0.2.3.4.40.115
0.202.0.1.68.130
= 0120.0.0,32.95

IF

192.168.1.72 (local DHCF)
152.168.1.64 [local DHCF)
152.168.1.71 (local DHCF)
132.168.7.75 [local DHER)

Owner/Device name
Torwiad
ASPISYS /Loglock
ASFISYS /B ackdoor

Refresh
Settings |
lIpgrade
Initialize:
Riouting Statuz
Buzzl

Change IP

Add
Fird

Thiz iz a single-port Device Server
Thiz device iz operating normally
Connection iz clozed [the device iz idle]

Multiple devices may be showing. Double-click be specific device you want to

change.
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i Settings: DS <V3.70+NL>

Metwark | Connection | Serial port || Outbound packets | 2l

Cwner narme ASPISY'S
Device name Tester
MAC-address 0120003296
DHCP 1- Enabled
IP-addrezs 192168.1.75
Fort 1001

Regztration at dOMS Server | 0- Dizabled

Auto-registration on Link Sery| 0- Digabled

FPPoE mode - Dizabled
Gateway IP-address 192.168.1.254
Subnet mask 285,255 25510
[ Save | [ Load ] [ Pazsword ] I Ok, ] [ Cancel

Owner name and device name are optional and caathie your liking. The device
name can indicate which access point it con{@lg., CompRoom)

MAC address is changeable but should be uniddeenot change unless you really
know why.

DHCP can be enabled or disabled depending on whgblievant your device to obtain
an IP address dynamically from the network’s DH@R/&r, or manually.

Port should be any valid port numigee., a number from 1 to 65534)nd there is
really no reason to change it from the defal@QQ).

Gateway is your network’s router IP addressPC address, if connected directly
through a cross cable.

Subnet mask is again network specific. If you'nsure what to use for gateway and
mask, issue the IPCONFIG command from the commandade, and use the same
numbers as your PC’s.
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i Settings: DS <V3.70+NL>

Metwaork, | Connection | Serial port || Outbound packets | 2l

Connection timeout [min] (- Dizabled
Transport protocol 1-TCP

Link. Service login - Dizabled

Inband commands - Digabled

[ ata login (- Dizabled
Routing Mode 0- Server [Slave]

Accept connection from - Any [P-address

Hatification destination - Last port

| Save |[ Load ” Paszsword ] I ak. H Canizel ]

In the connection Tab, it's important to set than@port protocol td CP. Connection
timeout is up to you, depending on your applicat@zero disables timeout). Routing
Mode should be#-Server (Slave). Unless you want to accept connections fronyonl
a single IP address, leave the ‘Accept connectimm’fbox to ‘Any IP-address’.
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i Settings: DS <V3.70+NL>

Metwaork, | Connection | Senal part | Qutbound packets | Al

Sefial interface 2- Autornatic

RTS/CTS flow control 1- Local

DTR mode 0- Idle or remote
Fowerup DTH state - L

Baud rate B- 5YE00 bpz

Parity - None

Data bits 1- 8 bitz

Soft entry into Serial programn 0- Dizabled

On-the-Fly commands 1- Enabled
Fazzword for on-the-Flp con 0- Dizabled

M otification bitmazk 1]

[ Save | [ Load ] [ Pazsword ] I Ok, ] [ Cancel ]

In the Serial port Tab, it's important that you radke following settings the same as
shown above:

Serial interface, RTS/CTS flow control, DTR modewer-up DTR state, Baud rate,
Parity, and Data bitsThese should already have the correct settingsf lyotu
inadvertently changed them you can restore thethg@nes shown above.
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i Settings: DS <V3.70+NL>

Metwark, | Connection | Serial |:u:|rt| Outbound packets | &)

b ax packet length prialal

b ax intercharacter delay 1

Start on any char 1-Yes
Use start-character 0- Mo
Start character [A5C! code] | O

|lze stop-character 0- Mo

Stop-character [A5C code] | 0
Humber of post-characters | 0

| Save |[ Load ” Paszsword ] I ak. H Canizel ]

In the Outbound Packets Tab, use the above prdfeetéings. ‘Start on any char’
should always be set to 1-Ye¥garious settings in this tab may work, but the ones
shown work best.
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Press Save if you want to make a backup file af tbinfiguration on your PC (to load
perhaps into another device). Finally, press OKetod the configuration to the device.
Changes sent to the device are remembered acra®s pycling. Any active
connection is lost.

IMPORTANT: DS Manager cannot auto-detect devicesssca router. Your devices
must be in the same network segment.

Restarting the unit, you should see the LCD ligh{iLian appropriate LCD is
connectedand the terminal screen welcome you with a copymgessage and the
firmware version of your unit. You're dondecause the Ethernet module itself is
reset, your connection is lost and it must be teddshed.

Press?[ENTER] on the terminal to see the unit's command helpestr If nothing
appears check your connections and settings.

Hint: To connect using HyperTerm, press the Conoedroperties button, select
TCP/IP connection (rather than a COM port), andegrthe corresponding IP or
domain name and port number (default 1001).

For any questions or first-time programming of timi please write or call us.
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REVISION HISTORY (most recent at the top) [earliest purchase daténackets]

v3.53:

1.

v3.52:

v3.51:

abkown

v3.50:

v3.45:

=

v3.44:

hrowbE

v3.44:

PoOpNPE

bOS8 v1.80 [2010.07.29]

Fixed issue with showing “Searching” when in LZDode, if exit iButton is
not allowed (zone 255).

bOS8 v1.80 [2010.05.06]
Internal optimizations.
bOS8 v1.80 [2010.04.16]

Added manual command (DZU) to delete users asditp specific zone.
Added password delay on wrong MASTER_RESET codes

Push Button records date of addition for noro zemes.

PBZ command now defaults to zero zone.

bOS8 v1.80 [2010.04.10]

Optimized log wrap-around method (which occwerg time the log becomes
full) to make it practically instantaneousajor Internal Change.

Improved long-term log memory durability by ugiiewer overall memory
writes.

Made Date Range restricted log display’s respdinge practically
instantaneous.

Internal optimizations.

bOS8 v1.80 [2010.03.12]

Removed “Low Battery” warning during name dispten the LCD.
Internal optimizations.

bOS8 v1.80 [2010.03.09]

Added bi-directional LCD capability (mostly, fase as time-attendance only).
AddedLCD1andLCD2 commands to control [1] above.

Added auto-clearing of username from LCD afearesal (10) seconds.
Internal optimizations.

bOS8 v1.80 [2010.03.09]

Added bi-directional LCD capability (mostly, fase as time-attendance only).
AddedLCD1andLCD2commands to control [1] above.

Added auto-clearing of username from LCD aféaresal (10) seconds.
Internal optimizations.
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v3.43:

=

v3.42:

=

v3.41:

v3.40:

wn e

v3.39:

Pown

v3.38:

v3.37:

N =

bOS8 v1.80 [2010.03.05]

Fixed “Low Battery” warning so it goes away.
Internal optimizations.

bOS8 v1.71 [2009.11.14]

Setting a wrong clock will display the word “orcectly”.
Added “Build” date on copyright message.

bOS8 v1.71 [2009.10.01]

Bug fix: Disallowed zone 255 from manualtocommand (which caused a
system stall due to the impossibility of the sikoia).

bOS8 v1.70 [2009.08.27]

Disallowed zone 255 exits.
Increased device name length to 60 characters.
Internal optimizations.

bOS8 v1.6x [2009.05.25]

Added manual auto-exit for specific zaneluding zero zoneTo use, follow
the commanduTowith a zone number. This works regardless ifati®-exit
mode is currently enabled or disabled.

Z command now printERRORON wrong zone number.

AddedPASS Attemptsounter inDIR screen.

AddedResetsounter imDIR screen.

bOS8 v1.50/1.40 [2009.05.20]

Added 5-second delay after each failed passatbednpt. This severely inhibits
brute force attack methods it takes more than 3.33E48 years to go through
just half of all possible codegRegardless, it's wise to define long passwords
using a wide variety of characters, spaces, lettenmibers, and punctuation
marks.]

bOS8 v1.50/1.40 [2009.05.19]

Internal optimizations.

Several changes in various informational messéwgp screens, etc.)
Provided theockandpAsspasswords are different, giving thesspassword
from locked mode takes you straight to config mdmy@assing normal mode.
This means you can still enter config mode, evehaf. oCckpassword is
forgotten. For best security, theockandpAsspasswords should be different,
especially if more than one person uses the Logteyckinal.
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v3.36:

1.

v3.35:

v3.34:

v3.33:

=

v3.32:

=

v3.31:

bOS8 v1.50/1.40 [2009.05.18]

Added ‘wildcard’ Starting/Ending datesAn command. Th&y, MMDDoOr a
combination of these date elements may be wildcifugng.. instead of the
corresponding numbefpr a much wider range of possibilities, such @tsye
every first Monday of every mon{in combination with appropriate zone
entry), only Februaries every year, from March to Mayrgyear, etc.

bOS8 v1.50/1.40 [2009.05.13]

ThewHaommand no longer shows attempted entries, omlyessful ones. Use
theLAST command, instead, if you need to look at attemptedes.
On a similar note, auto-exit will not apply tibteenpted entries, only true entries.

bOS8 v1.50/1.40 [2009.05.12]

Bug fix for v3.33 addition. The auto-exit wowddly do one person at a time
even when several people should be exited together.

bOS8 v1.50/1.40 [2009.05.11]

Internal optimizations
Added capability for auto-exit for selected zeméries. Added new commands
AUTOandNOAUTG@sS well ag;uTOparameter taz command.

bOS8 v1.50/1.40 [2009.05.05]

Internal optimizations

DEVICE command works inockmode to help identify the machine for using
appropriate passwordNEoO showed the string, already, lmevICE command
was not accepted.)

Zones can now be set with just the holidayddefine a holiday-only schedule,
ii—? 20 -MTWTF-- 0900 1700

AH 20 ------- H 0900 1700

will allow those in zone 20 to enter on any holidieym 09:00 to 17:00
regardless of day-of-wedke., even Saturdays and Sundays in this example,
provided these fall on defined holidayahd weekdays from 09:00 to 17:00.

This is different from
AH 20 -MTWTF-H 0900 1700

which allows entry on Mon-Fri from 09:00 to 17:Gpardless if the day is a
holiday or not, but which will never allow access ®aturdays and Sundays.

bOS8 v1.50/1.40 [2009.05.04]

Invalid clock condition is immediateven when setting clockhen year is
anything < 9.
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2. When truncating a full Log, automatically re-ppihe currenb command date

range.

Count number of alarm everftgp to 255)and show counter iDIR screen.

AddedcLEARcommand to zero the alarm counter.

AddedDEVICE command to show, change, or remove device nam@ment.

Use? for name to remove. THEEVICE string, if defined, is also shown in the

INFO screen.

6. Dcommand now interprets the symbas today's date, e.g., use: for
quickly setting the range From Date to today.

ok w

v3.30: bOS8 v1.50/1.40 [2009.04.28]

1. When the clock is invalitkee v3.29 detailddgging is disabled.
2. ImprovedrREN/REXdebounce.
3. Disallowed stuclREN/REXswitch from opening the door continuously. The

REN/REXswitch must be released before anottEM/REXswitch event is
accepted. A stuck switch no longer affects theuabREN/REXcommands.

4. Monitor mode did not show usernamedipE mode. HIDE mode should only
hide the username from the LCD, besides hiding iBin user mode.

v3.29: bOS8 v1.50/1.40 [2009.04.28]

1. When the clock information is lost due to a ppwe reset with a failed clock
backup battery, the status LED will blink rapidiyyd theDIR display will show
[INVALID] next to the time. When in this error conditiorlyorero zone people
will be allowed access since date/time cannotlngted for zoned access.
Setting the clock clears the error condition.

v3.28: bOS8 v1.50/1.40 [2009.04.20]

1. Added optional delay for stopping an alarm evédhce the alarm goes off it
won't stop until this delay expires, or a succdssfaess occurs (valid key or
allowedREN/REXcommand).

v3.27: bOS8 v1.50 [2009.04.10]

1. Added Serial Number display for units based 0%8 v1.5Qwhich is otherwise
100% compatible to bOS8 v1.40)

v3.26: bOS8 v1.40 [2009.04.09]

1. Removed the implicELP command (pressingNTER] on a blank line). To
display the help screen, one of the two explicchomandsp or HELP must be
used. This little change helps some telnet teriwitheat send extra characters on
Linefeed from not choking due to unexpected repkhétp messages on
receiving a file (such as a backup) via a Pasteabipa.
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v3.25:

1.

v3.24:

Lockcommand is now completely ignored in user modaét (@sin't do anything,
anyway). It's only active in locked mode (for eirtg user mode) and config
mode (for changing theoCKpassword).

bOS8 v1.40 [2009.04.08]

MadePAssa synonym foLockwhen in terminal locked mode.

bOS8 v1.40 [2009.04.06]

1. Added display of username in Monitor mode.
2. MadeLockcommand visible only in config mode help.

v3.23:

1.

v3.22:

v3.21:

=

v3.20:

=

v3.19:

=

bOS8 v1.40 [2009.04.04]

Improvement on a privacy issue. Added the nemvrnand.ockfor defining an
optional password for terminal accéadich may be different from the config
password) A NOPAsSscommand from thgx] mode will go into locked mode
indicated by the promp . In locked mode, only the followingarmless
commands are availableNsl, CLS, INFO, REM LOCK andMASTER-RESET
[MASTER_RESETS available in all modes in case one is everddaut by
forgotten password(s).] Only time0 command is shown in the help screen,
however. Locked mode protects from casual browsfregttings or the user
and log lists by chance visitors (e.g., if the umidccessible over the Internet).
Only in config mode, one can [re-]define th@ckpassword.
MASTER-RESETUpdated to clear both passwordagsandLOCK).

bOS8 v1.40 [2009.03.26]

Fixed minor bug with not being able to add tB&"2holiday.

bOS8 v1.40 [2009.03.24]

ZonedEXIT in S1 mode is now auxiliary outpite., not for exit)
NOENTRYaNANOEXIT no longer attempt to close on non-zEKIRYOr EXIT,
respectively.

bOS8 v1.40 [2009.03.19]

Added commansiuto Move User to another zone.
Added current alarm statusDIR screen.

bOS8 v1.40 [2009.03.19]

Added commandasT. Similar towHdut shows any action, not just entries.
REMcommand no longer prints the message that follows
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v3.18: bOS8 v1.40 [2009.03.09]

=

Fixed a small bug with the alarm sounding evenngg aREN/REXevent.
Minor cosmetic change in backup files.

ManualENTRY& EXIT now print'ERROR'’ if set for automatic us@one <>
zero)

wn

v3.17: bOS8 v1.40 [2009.03.04]

1. Improved battery charging.
v3.16: bOS8 v1.40 [2009.02.26]

1. Added Push Button capability.

v3.15: bOS8 v1.40 [2009.01.26]

=

AddedrEMcommand.
2. Fixed first time alarm to use defined alarm time

v3.14: bOS8 v1.40 [2009.01.24]

1. Alarm no longer sounds durig§iTRY/EXIT commands (manual/automatic).
v3.13: bOS8 v1.40 [2009.01.22]

1. AddedaLaArRmMcommand and door-open detection.
v3.12: bOS8 v1.40 [2009.01.09]

1. Added "I'm alive" pulse to main LED.
v3.11: bOS8 v1.40 [2008.12.29]

1. Internal optimizations.
v3.10: bOS8 v1.40 [2008.12.28]

1. ZeroDTdoes not attempt to open door (short pulse elitatha
v3.09: bOS8 v1.40 [2008.12.28]

1. Internal optimizations.

v3.08: bOS8 v1.40 [2008.12.28]
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v3.07:

v3.06:

v3.05:

v3.04:

v3.03:

v3.02:

v3.01:

PoONPE

v3.00:

Added automatic reset of iButton readers whemgpconnection in
Monitor mode.

bOS8 v1.40 [2008.12.28]

Monitor mode has 1 min limit in normal mode,&zur limit in config
mode.

bOS8 v1.40 [2008.12.28]

Hide username from LCD iIDE mode.

bOS8 v1.40 [2008.12.28]

Internal optimizations.

bOS8 v1.40 [2008.12.28]

Added brief LED blink when reading iButton keys.
bOS8 v1.30 [2008.12.02]

Added half-sec delay after iButton before opgrdnor.
bOS8 v1.20 [2008.12.01]
AddedTEMPcommandfor OEM use, mostly).
bOS8 v1.10 [2008.11.20]

Added full Greek alphabet conversion.
AddedHIDE command.

Added separateT delays for entry and exit.

Added separatec/DC mode for entry and exit.

bOS8 v1.00 [2008.10.01]

Original LogLock 3000/Mini firmware based on Loglko2000 v2.54.

LogLock User Manual, October 10, 2013, Copyrigh2002-2013 ASPISYS Ltd.

58



Possible compatibility issues with older LogLock)R0rersions.

1. TheENTRYandeXIT commands are more powerful, and a zone numberfoiaw
them. The OEM default is 255, which practicallgables the commands. To make the
system behave the same, as with original firmware,must first assign zone 0 (zero)
to bothENTRYandexIT and save the changes usingg$hgecommand (if they must
survive arRESEY).

2. Lines in original firmware ended wWitR|LF pairs but used single= characters to
advance additional lines (e.g., the sequarjeF|LF was possible). Current firmware
uses &R|LF pair for each new line (e.@RILF|CR|LF ). This should not cause a
problem unless your custom software specificallyests a sequence of consecutire
characters based on previous observations of thalatata stream.

3. Inputs were accepted on lines ending with eitimasr LF. Now, onlyCRcan be used
to end an input line, LF is ignored. This chanffers better telnet behavior with
applications other than HyperTerm. If the commugmal sent from your custom
application ended with just am, you must change it to@r characterywhich will work
both with current and previous versions.

4. TheDIR andHELPoutput screens may change slightly from versiovetsion to
accommodate new commands or options. If your soivexpects a specific output
from theDIR screen in particular, you'll have to allow for tteanges by examining the
newDIR output.
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CONNECTIVITY DETAILS

The following table shows the pin out for the P(8Bown simulated on the next page)
If you need assistance, please contact us beforéeatpting to make possibly
incorrect connections, which may damage the device.

i1 iButton Reader #1 (primary — entry) gray readeteab
iB Common iButton Reader Ground (black reader cable)
i2 iButton Reader #2 (secondary — exit) gray readeleca
+V Power Supply 9-12VDC positive (3 Amps max, depemrustrike)
GND Common Ground
LC1+ Primary door strike [entries] (positive lead)
LC1- Primary door strike [entries] (negative lead)
LC2+ Secondary door strike [exits] (positive lead)
LC2- Secondary door strike [exits] (negative lead)
REN Optional Request-to-Enter push-button (samrExcommand)
REX Optional Request-to-Exit push-button (sam&ascommand)
BUTTON Push-Button for adding ‘guest’ users (optionallpleled)
Ethernet Standard Ethernet connectivity jack RJ4®/100Mbps
X Alarm output (High=Alarm).use appropriate FET/transistor to drive external sien.
GND Common Ground for TX / RX pins
RX Door-left-open switch (Low=door is closed)

Note: LC1/LC2 polarity is not significant for AQikes. It is important for relays, however.

LogLock Mini LCD pin-out.

For correct operatioif adding the LCD yourselfplease use only a 20x4 (20 characters

per line, 4 line) LCD with a compatible pin out.

1 GND (This pin is clearly marked on the LCD header Wit
2 +5V
3 Contrast
4 RS = Register Select
5 R/W = Read /Write
6 E = Enable
7-14 DO0..D7 = DataO .. Data7
15 Backlight +
16 Backlight -
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ASPISYS
LogLock MINI
(UNiLOCK II)

SAFETY DOORLOCK
SYSTEM

ACTIVITY

DOORS

— | oooocco0000 FaR
Tx GND Rx
. RS-232
Ll +Le L 8 & B
1 L R BUTTON
B ! BLACK
5 I ENTRY
=] + \\ BLACK
ELECTRIC STRIKES @
GREY
9-12v Dc| ©FHIE SIRE) EXIT
>1500mA \
PSU )
GND (BLACE) 2 Q
|:| H R to EXit
GND (BLACK)
230V or 115V AC OPTIONAL
PUSH TO EXIT
SWITCH

Logl.ock MINI - CONNECTION DIAGRAM

LogLock User Manual, October 10, 2013, Copyrigh2002-2013 ASPISYS Ltd. 63



